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…making virtual dreams a reality
e-Britain continues to bring the latest research and technologies out of the laboratories,
research institutes and market place to consumers and business people and we hope
into the latest products. 

Among the articles in this issue, on the Government front Ian Pearson, the UK Minister
for Science and Innovation outlines initiatives to promote innovation. BBC journalist and
presenter, Nick Ross discusses the way forward for internet security while Dr Andy
Phippen considers how the web can be made more professional. For those who thought
downloads could only destroy the music industry, Dr Birgitte Andersen  and Dr Marion
Frenz unveil their research which indicates that free music downloads and P2P File-
Sharing may be good news for the future of music. As the mobile phone continues its
astonishing development, Graham Jarvis considers its rapid evolution from a limited
brick-like structure to tiny technological miracle. You'll also find the latest research papers
and write ups on science parks. But we can't be techno-logical all the time, it's good to
sit back and read about holidays, restaurants, choosing a book to read and having a go
at a crossword and sudoku.  

We hope that the ‘brain web’ out there is integrating with the world wide web in order to
make our virtual dreams a reality using pioneering technology to innovate business
ideas. I hope that you will enjoy this edition of e-Britain and engage with us in continually
supporting leading technologies. Please contact me at ebritain@bite.ac.uk with any idea
for articles you might have. 

Dr M Farmer
Editor In Chief
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Ian Pearson, Minister for Science and
Innovation explains Government
initiatives to promote innovation and
the importance of research and
development in UK educational
institutions.

With the global economy becoming ever
more competitive, innovation is vital to
increasing our competitiveness and our
quality of life. It's the way that Britain will
stay in front as a leading nation in the
21st century, and help us to meet some
of the most challenging issues we face
such as climate change and pollution. 

For the first time the Department for
Innovation, Universities and Skills
(DIUS) brings together innovation policy
with responsibilities for skills, higher and
further education. We have a clear focus
to lead work to deliver the Government's
long-term vision to make Britain one of
the best places in the world for science,
research and innovation. 

Innovation Policy

But innovation policy is broader than this
and we must work across Government,
in areas such as regulation and climate
change, taking up the challenge of how
Government can innovate to improve the
services it provides and our economy as
a whole. 

It is clear that we can't compete purely
on costs with the emerging economies.
Britain's future depends on us being
amongst the smartest and best in the
world and ensuring we have a highly
skilled workforce and a world-class
system of universities. Basic skills are
essential, but its higher-level skills that
make the difference. We want more
people, from all backgrounds, to go to
university and for more of our workforce
to have higher education level
qualifications

Government cannot take over the role of
business in 'picking winners' however 

we must play our part by creating the
best overall conditions for innovation.
We need to do this by focussing on the
right mix of policies including those
promoting services and the creative
economy as well as high value-added
manufacturing and innovating in
medicine. 

Enterprise and Innovation

At the DIUS we need to focus on all our
levers - from skills at all levels to
promote enterprise and innovation, to
the role of intellectual property and
standards, the work we do to promote
design and the way universities promote
knowledge transfer. Government
funding is important but it is often best
done so in partnership with business, for
example the work of the Technology
Strategy Board and the Energy
Technologies Institute. 

At a national level, the business-led
Technology Strategy Board offers
government funding for collaborative
research into technologies where UK
business can secure a future
commercial advantage.  Innovation
Platforms which bring together
Government and business in a bid to
develop technologies to tackle emerging

societal issues such as transport
and network security and
Knowledge Transfer Partnerships.
These are all projects which
support innovative collaborative
programmes between businesses. 

Innovation Spin-ofts

We are working to ensure the
public research base supports
innovation. Our Higher Education
Innovation Fund supports
universities in creating innovative
spinout companies as well as
helping existing businesses access
state of the art research and our
Research Councils will be working
more closely with the Technology
Strategy Board to increase the
economic impact of their
investments in the research base. 

The Energy Technologies Institute
(ETI) is a great example of where
the government is driving
innovation in partnership with
business. The ETI is a public and
privately funded organisation that
will provide up to £1bn in match-
funding to boost research and
development helping create the
technology and products we'll need
for a low-carbon economy. 

Innovation will be the main driver of
our prosperity in years and
decades to come. Our industries
can compete with the growing
economic powers of East Asia and
innovation is the key to doing it.

INNOVATION POLICY FOR A
GLOBAL ECONOMY

government
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Unless your family was rich or upper
class it is a fair bet that your great
grandparents could leave their homes
unlocked. For most people there was
nothing much to steal: no iPods or credit
cards, no car keys or plasma screens.
But urbanisation and an explosion in the
spread of wealth and expectations
created a vast new array of temptations
and opportunities. Everyone's home
became worth burgling, and even kids
had cash, designer clothes and mobile
phones. Naturally there was a steady
and accelerating growth in crime. It
peaked in the US around 1990 and in
the UK around 1995 and on any
measure (despite what you read in the
papers) it has fallen substantially since.

What changed things, what turned the
tide, was largely that we came to
recognise the problem. We learned that
crime is not some inexplicable dark force
but a natural reaction to lax design and
supervision. If you leave valuable things
lying around for people to take or abuse,
they will take or abuse them. We started
fitting intruder alarms and window locks
to homes, and immobilisers and built-in
radios to cars, with the result that
domestic break-ins and vehicle theft
have fallen by 60% from their peak. 

Panicked into action
Yet the lesson of the twentieth century is
that we have been better at fitting retro-
solutions than designing out crime from
the start. We allow problems to develop
and become an epidemic before we get
panicked into action. This has happened
to the same wretched degree in the
virtual world just as it did in the tangible
one - and history is instructive.

Of course the first computer networks
simply linked adjacent workstations
where people shared the same
objectives and often worked on the
same tasks. In the 1950s a few
researchers began to lease bundles of
phone lines so they could collaborate
with colleagues on other campuses, and

by the 1960s people began to see the
advantages of interlinking different
private networks. But even then users
were still very much part of the same
community of interests - it was one big
family, with lots of natural surveillance
and with outsiders kept outside. By the
1980s a technical protocol had been
adopted to link different systems and in
1991 Tim Berners Lee connected
everything together with the browser and
the worldwide web. Companies began to
offer private access and in the 1990s
came the dotcom revolution.

Democratised information
Now we had a densely populated
meeting place - a sprawling city with
virtually no rules, no police and almost
no thought given to control. Far from it.
The early adopters were highly
protective of the freedoms they enjoyed,
welcoming the anarchy that
democratised information as never
before and which so impudently
challenged the might and secrecy of
government and the old establishments.
Any idea of policing the system was
tantamount to censorship, an assault on
liberty, and a betrayal of the very
essence of the Internet.

It's nonsense, of course. At least, if it is

not there is no reason why the
same rules should not be
universally applied, obliging us to
scrap all laws, withdraw all
guardians and gatekeepers,
dismantle walls and doors, remove
every real world constraint except
personal responsibility. No,
cyberspace is not home to a
different form of humanity, merely
powered by a different form of
technology. We call the internet
virtual as though it was make-
believe, but its effects are very
tangible. The incitements, insults,
and obscenities are not fantasy
and the internet's material wounds
run into billions every year,
damaging corporations, defrauding
uncounted millions of individuals,
facilitating grooming and
paedophilia, spreading
inflammatory lies and at times
causing havoc, distress and
annoyance to almost everyone
who goes on line. The internet has
drawn countless people into crime
who might otherwise never have
offended: the hackers and
spawners of viruses, worms,
trojans, spyware, malware,
phishing expeditions, who can
vandalise from the privacy and

e-Combating e-Crime
Nick Ross, for many years presenter of BBC's Crimewatch,  considers the options
for controlling Internet crime



comfort of their homes; and the
real criminals have increasingly
been muscling in as well, phishing,
smishing and then vishing1. We
have allowed the web to become
unsafe, and increasingly we will
see how it helps proliferate
established crimes, and creates
new victims in ways we have not
yet dreamt of. 

Electronic convergence
This is all so different from previous
forms of mass communication, the
printing press, then radio and
television, all of which started as
tightly regulated ventures and
where the rules have been
progressively relaxed. As
electronic convergence gathers
pace ultimately the different media
will blend and so too will the rules
that govern them. The only real
question for the web is not if we
should impose some safeguards,
but how.

The answer is to translate what we
do elsewhere, to create an
architecture that opens up public
spaces to public view, that lights up
dark recesses in the highway, and,
yes, that where necessary provides
doors and locks, gatekeepers and
police. As with all social control it is
bound to be a compromise
between unbridled liberty and
inexcusable lawlessness, but first
we have to confront the ultra-
libertarian reluctance to encroach
on web-based anarchy - a dragging
of feet which has shielded and
nourished the growing crime
pandemic.

Even those who believe in
maximising freedom on the net
must understand that unless we
take action the worldwide web may
well disaggregate of its own

accord. Only so long as we have trust in
the net can we truly exploit its power2.
Already governments and companies
are surrounding their IT systems with
fortifications which in effect turn them
into gated communities. There is a risk
that as cybercrime gets worse private
users will club together to create walled
gardens of their own, sharing a 'safe'
internet server which is disconnected
from the outside world except through
trusted portals.

Coherent approach needed
It would be better to act coherently to
prevent this fragmentation, but also
because acting centrally may be much
less onerous, much less costly, and
much more effective than doing so
piecemeal. As with physical crime,
companies and individuals need to take
their own precautions, but it is naïve to
believe that is enough. We need a
coherent approach, and just as it makes
sense to base customs officers at ports
and airports rather than in individual
businesses and homes, so it makes
sense to rationalise how we combat
virtual crime. 

Internet service providers are the
equivalent of ports of entry. Many of
them already offer guardianship, for
example by filtering spam - though
disgracefully they often charge for it.
Bulk scanning of mails is infinitely more
efficient than having each subscriber
replicate the task, and ISPs could easily
filter and flag up sites which show
criminal attributes, rather as credit card
companies use automation to sift
transactions for uncharacteristic
spending patterns which indicate fraud.
With billions of messages, web pages
and weblogs, nothing they do will be
foolproof, but making ISPs responsible
for what they transmit would make
cybercrime harder, riskier, less
rewarding, and - if warning pages,
passwords and registration were needed

to access dubious sites, they would
remove excuses too for generally law-
abiding citizens who are tempted to act
in ways they know are wrong. 

The suggestion will provoke an outcry, of
course. We'll be told it will undermine
freedom - just look at China! - but
democracy has thrived for generations
without any internet at all. We'll be told
that phone companies don't tap calls
and ISPs shouldn't censor data - though
the comparison is flawed, and as I say
most ISPs do now offer filters anyway,
both for scanning mail and for blocking
websites deemed unsuitable for
children. The ISPs will complain that it
transforms their business model from
conduits to police officers and that it will
increase costs, which certainly it will. But
who said security came free?

In any case, what is the alternative? If
trends in cybercrime continue it is likely
to become the greatest threat to industry
and society short of biological or nuclear
war. Industry experts already talk of a
pandemic3, and just as Moore's Law
predicts that computer power will
continue to double every two years (as it
has since he first coined the dictum in
1965), I predict that cybercrime will grow
in direct proportion. It will recruit vastly
more private individuals into crime,
become the main battleground for
organised crime, and do far more than
we yet conceive to facilitate terrorism.

There will always be an arms race
between criminals and those who seek
to foil them, and it will always be a noisy
battle to stay ahead of cybercrime
because the technology moves so fast.
But provided all ISPs have the same
responsibilities and thus are on a level
playing field, it is better to recruit market
economics than leave it to the state, and
certainly better than to leave the initiative
with those who wish us harm.

1 Internet crime already promotes a bewildering array of frauds (eg auction fraud, counterfeit cheque facilitation, stolen and cloned credit card transaction, fraudulent debt
elimination, escrow service fraud, investment scams, 'reshipping' to anonymise stolen goods,  pseudo-lotteries and 'Nigerian Letters' which fraudulently solicit cash, bogus
certification including employment references and educational certificates,  pyramid schemes where early investors are paid by later ones until the system collapses); identity
thefts (including phishing or spoofing to con users into divulging personal information by responding to what they believe are legitimate emails or websites); markets in porn,
illegally prescribed pharmaceuticals many of which are bogus, and hard drugs; and corporate blackmail through threats of electronic sabotage, to say nothing of the pirating
of software and entertainment on an epic scale, and the blizzard of illegal spam that causes such cost and misery to private internet users.

2 Bill Gates understood this back in 2002 when his Trustworthy Computing argued that for the sake of the whole industry Microsoft's operating system must be made secure,
even if there was no immediate money to be made out of the security enhancements. It was a turning point at Microsoft which led to upgrades for Windows and put security
at the heart of the Vista/Longhorn project which replaced Windows in 2007.

3 A panel of experts at the world economic summit in Davos in 2007 acknowledged that criminal hijacking of computers was rampant and the survival of the internet was
at stake. Vint Cerf, one of the founders of the net, claimed almost a quarter of all the world's PC had been infiltrated and recruited into 'botnets' - slave robots used to launch
coordinated spam and denial of service attacks. Hamadoun Toure, secretary general of the International Telecommunication Union, said the industry was at war
and could only win if regulators, governments, telecoms firms, computer users and hardware and software makers worked together. Source: BBC News, 25
January 2007. 07



Today's world offers many opportunities for new businesses based on
emerging technologies. However, the pace of development, together with
the ever-accelerating speed of communication of ideas and transport of
goods and people bring new challenges to the leaders of organisations. 

One of the significant success factors for the future will be a clear vision
of the whole process from technology to market. Entrepreneurs must
consider the global picture in all aspects of their planning, whether it is
technology creation and development, production or marketing.
Innovation is essential, whether it is in the form of new technology or in
the approach to business development and partnering. 

A key consideration is the rapidly changing balance of research,
technology and manufacturing between developed and developing
nations. It is no longer enough to develop a product and then look for
'cheap manufacturing' elsewhere. Developing nations have expertise in
all stages of the process, and this must be harnessed efficiently.

The aim of the World High-Tech Forum is to concentrate on a different
'focus country' each year, with presentations from government and
leading companies providing valuable high-level, 'shared learning'. 
The focus of the 2008 Forum is India, a country which will have
population larger then China in the next 5 years, a country which
provides the manpower of the technology world, a country which is
investing strongly in technology creation as well as manufacturing and
education. 

During the conference, we will hear from leading government figures
about the plans for links between nations, and from top businesses about
their strategy and successes. Senior representatives from both will share
'best practice' examples and processes. The emphasis will be on
innovation and global partnering, with coverage of inward investment
and export topics, along with technology and business collaboration.
Carefully selected 'case studies' will concentrate on the strategic level, to
support businesses who wish to invest in the focus country or creating
other business alliances.

PROGRAMME
7th October 2008 

19:00 
- Opening Address and Conference Dinner at the
Science Museum MC / Nick Ross

- Presentation of BITE / Rolls Royce “Championing
of Technology" 

- Award to Lord Sainsbury of Turville

- Presentation of BITE "Contribution to E-
Commerce" Award to Dr Lawrence Roberts, 'Founder
of the Internet'

- Presentation of BITE / KPMG "Outstanding MBA
Dissertation 2008 " Award (TBA)

- Presentation of BITE / Microsoft "Outstanding MSc
Dissertation 2008 " Award (TBA)

After-Dinner Speaker: 
"Peace for Prosperity' - The Prince of Arcot, India 

8th October 2008 

08:00 Conference Registration and coffee
08:30    Plenary Session 1

The role of Government
Chairs: Dr M Farmer / Prof. T F Knibb

08:30 Welcome from BITE - Dr Farmer 
08:40 Keynote speech  -  Lord Jones of 

Birmingham, Minister for Trade & 
Investment

09:10 Keynote Speech - Indian Minister (TBC)
09:40 Keynote speech Dr Abdul Kalam Former

President of India and Response  
10:05 Keynote speech and Response  

Governments have a key role in fostering the success
of high-technology industry. This success will often
depend on a regular supply of new developments to
achieve and maintain a global lead, along with
support for exploitation and global partnering. In this
section, we will hear from the governments of both
the host nation and the focus nation about their
support for science and innovation, and for effective
partnering.

10:30 Break (Sponsored Refreshments)
10:50 Plenary Session 2

The Innovation Process 
Chair : Dr Abdul Kalam 

10:50 Innovation and Global Partnering - 1 
(Tata TBA)

11:15 Innovation and Global Partnering - 2  
Rolls Royce

11:40 Innovation and Global Partnering - 3 
(Reliance TBA)

12:05 Innovation and Global Partnering - 3 
(BT / Virgin TBA)

In today's world, new inventions and their use in
innovative products and services are the basis for
many businesses. Success usually goes to the first to
identify relevant new technologies at a very early
stage and to acquire and exploit them for business
benefit. In the 'global economy', these discoveries
could arise anywhere, and the transition to successful
products or services may depend on global
partnering, so a truly worldwide approach is
essential.

We will hear from leading exponents about their
successes and best practise methodology and ways in
which they can be adopted for other environments.

12:30 Lunch  (Sponsored)
13:45 Parallel Sessions (3)

Parallel Session 'A' - Global Partnering 
(DRD/MoD - HCL/ Qinitiq - Automobile)
Parallel Session 'B' 
Transformation Technologies  (IT/IT)
Parallel Session 'C'
Innovative Manufacturing(Mike Gregory) 
(Manufacturing/ Manufacturing)

15:00 Break (Sponsored Refreshments)
15:30 Plenary Session 3:  Beyond the Internet  

Chair: Dr Lawrence Roberts 
(ex. Director of ARPANET)

15:30 Keynote speech - Rt Hon Stephen Timms, 
Minister of State

15:50 What will follow the Internet? 
Dr. Lawrence Roberts

16:15 Challenges of the Electronic Age? 
Mr N. Ram Editor in Chief  'The Hindu' 

16:40 FT TBC
17:00 Lastminute.com

The impact of the Internet on business, and indeed on
all aspects of our lives, needs no emphasising.
However, in this rapidly evolving field, new
developments are inevitable. Business and
Governments will be faced with new opportunities
and threats, with a vital need to be able to understand
them and respond in a timely and appropriate fashion. 

In this section, we will address possible future
scenarios and their implications, along with
recommendations and methods for accommodating
the changes.

17:15 Concluding Panel Discussion
17:30 Champagne / Networking

For more information please contact 
Dr M Farmer at farmer@bite.ac.uk 
or call 020 8552 3071. 

World Hi-Tech Forum
Focus India - 2008

Date : 7th and 8th Oct 2008, Venue : The Queen Elizabeth II Conference Centre, London SW1P 3EE.
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Manchester Science Park
E-Commerce boosts data centre space
By Aizaz Sheikh

The UK is seeing increased
investment in data centres, resulting in
high demand for data centre space. In
October 2007 Techworld.com reported
that demand for UK data centre space
and collocation facilities surged in the
last 12 months, following four years of
flat growth, and this is continuing in
2008.

Using data centres is ideal for modern
hi-tech companies. They provide the
option to rent IT infrastructure, as well
as peace of mind that servers,
networks, applications, bandwidth and
other equipment are being managed
on their behalf. It also eliminates the
cost of businesses investing in their
own facilities.

Growing Demands

Manchester Science Parks (MSP) has
seen this trend first hand. MSP now
accommodates five tenant companies
providing data space and, with
demand still growing in the region, it
appears operations could be increased
further. MSP's Technopark, home of
data centres for Melbourne Network
Solutions Ltd and Internet Facilitators
Limited, is currently booming.
Technopark was built in 2001 and
provided an alternative to the smaller
units at Manchester Science Park -
MSP's original site. It was designed
with large suites, intended to provide
tenant companies who had outgrown
their space at Manchester Science
Park with an option to stay and grow
within the MSP community. Take up of
space was originally slow, but it
appears Technopark has finally found
its niche.

Melbourne Networks Solutions Ltd
director Daniel Foster commented:
"Opening at Technopark means that
we can continue to develop without
any constraints on space. The

company has exceeded all initial
expectations and has achieved
significant growth over the last six
months. The move will enable us to
accommodate more customers and
really capitalise on the demand for
data storage in Manchester and
throughout the North West."

Supply and Demand

The growing demand for data centre
hosting can be directly attributed to the
increase in businesses that are
operating online. E-companies need
constant network connectivity;
however they are unable to invest
resources into their own infrastructure.
A start-up may have a strong business
model, but they are unlikely to have
the capital or cash flow to spend on
building their own infrastructure, and
then employing someone to manage it.

In fact, it is likely that the supply of
such data centre facilities may
contribute to an increase in new e-
businesses. Entrepreneurs are no
longer worrying about unnecessary IT
costs and can concentrate on running
their businesses, and are likely to have

more resources to invest in getting
their company off the ground. Thus,
the supply and demand of data centres
can be seen as somewhat of a
chicken-and-egg scenario.

Location

What is happening in Manchester is a
reflection of other business hot-spots.
This presents problems, such as
limited space and power, and these
problems are likely to intensify as the
market continues to grow. MSP's CEO,
Jane Davies comments: "The
expansion of Melbourne Networks and
IFL to Technopark signals a growing
demand for data storage centres within
the business community. Limited
supply of storage space and power
supply within Manchester city centre
are a real issue and we are able to
accommodate these two growing
companies. Although we still have
some available space to let in
Technopark our new tenants'
requirements have taken the majority
of the power available and we are
working with United Utilities to acquire
additional power."

science parks
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Lisa Catt
Marketing Manager
Servebase

As criminal methods for accessing
sensitive customer card data become
more sophisticated, payment
applications are in turn increasingly
vulnerable. 

Anti-fraud measures such as the 2005
chip and PIN initiative have been
introduced and whilst this has helped in
reducing fraud in traditional retail outlet
environments, it has meant that the
criminals have turned their focus to
online retailers. Address and security
code checking is now commonplace, but
one measure recently introduced to
combat the e-crime trend is 3D Secure,
encompassing both Verified by Visa and
MasterCard Secure Code. It requires
additional online user password
authentication and has been designed
specifically for website customer not
present transactions. Whilst its
implementation may seem a daunting
prospect it can help reduce the
merchant's chargeback liability.

Implementing Card Security

The Payment Card Industry Data
Security Standard (PCI DSS) was
implemented globally in response to this
rise in card fraud. This was not only put
in place to protect the cardholder and
address consumer confidence in making
card payments, but also to protect the
banks from lax merchants who are not
willing to employ effective fraud
prevention measures. 

PCI DSS can on the face of it seem an
expensive and time consuming task to
have to undertake as many business
operations must be involved, not just IT,
to ensure card data handling procedures
are secure.  However, it must be
remembered that ignorance of these
standards is no defence and should a
merchant suffer a breach of security

resulting in a loss of customer card data,
the fines are significant. 

An example is the US high street retailer
TK Maxx, who after the theft of their
stored customer credit card data, were
fined $40million to cover the card
issuers for having to cancel stolen cards
and reissue replacements. Many
acquirers are in the process of
communicating this requirement to their
merchant base. 

Cheaper Alternatives

Amongst the more technical and
specialist requirements that may require
costly outsourcing, there are easier and
cheaper actions that can be
implemented immediately and will go a
long way in helping you to secure
customer data. For example, change
any vendor default passwords being
used on your internal systems; up-date
your anti-virus software to protect your
systems against malicious viruses;
restrict access to the card holder data to

authorised personnel on a need to
know basis and assign a unique ID
to each person with computer
access and disable any means of
copying data onto a hard disk.

If you use a payment service
provider and the method of
integration is such that you do not
store the card data through your
website or on your back office
system, then this could be  your
'get out of jail free' card, all you
need to do is check with your
payment service provider that they
are PCI compliant.  Servebase, a
Global Card Solutions provider of
EFTPOS and Card Processing
Software process over £8bn of
transactions per annum and have
developed three such PCI
compliant on-line card payment
solutions; Portrait, Axis and
Advance.

Portrait is an off the shelf product
which offers a comprehensive

Managing the Risk of 
Online Fraud

consumer
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solution for any e-commerce site.
The standard product can be easily
hyperlinked into the web-shop and
will run 24 hours a day, 365 days
per year.  The Portrait service
includes secure server hosting of
the payment page with the option
of a custom built payment screen
so that the page looks and feels
like the customer's website.

Alternatively, Axis is a hosted,
interfaced card payment solution. It
provides secure socket
connectivity over the Internet to
Servebase's powerful host for
processing any type of card
payment. It is seamlessly
interfaced with the customers own
application, providing
communication with the Servebase
host via an SSL connection over
the Internet, with authorisations
routed to the acquirer for overnight
settlement. It offers full transaction
reconciliation, with reporting and
data mining facilities provided
through an online reporting tool.
Advance is a virtual point of sale
accessible via the internet 24 hours
a day. As it is a web hosted
application, set up is quick and
simple with complete management
information provided.

If however, your payment system is
such that you do capture the data
in your back office system or in
your website then you will need to
take further actions to ensure you
are compliant.  Your payment
provider should be able to guide
and help you in taking the correct
steps. There are also plenty of
companies whose sole purpose is
to help you become PCI compliant,
such as external auditing company
Trustwave, www.trustwave.com.

Cardholder data security should
now be paramount to any
business. If your system is
attacked and customer stored data
is stolen, the card schemes have
the power to levy charges upon
you and remove your acquiring
facilities and this in effect could be
very damaging to your business. 

CROSSWORD

Across Down

1 - Vulgar (6) 1 Fire side bucket (4-7) 
6 - Divide (7) 2 Prehistoric mammal (7)
9 - Shining softly (7)                                            3 For making baskets (5)
11 - Boating aid (3) 4 Compass direction (2)
12 - Express feelings in a violent manner (5) 5 To cover a small table (3,4)
14 - Part of the feline family (3) 7 Movable frame (4)
15 - Conjugated 'to be' (2) 8 Together in private (4-1-4)
16 - Store secretly (5) 10 Degree (2)
19 - Type of garden plant (5) 13 Musical note (2)
21 - Dark (5) 17 Roomy (5)
23 - Metal pots (6-4) 18 Study (3)

20 Open piece of grassy land (poet.) (3)
22 Government saving scheme (3)
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Trevor Baylis is famous for developing the
wind-up radio. Now he’s gone high tech
and you can be eco-friendly and enjoy the
latest hi-tech with the eco-media player.
The eco windup system means that you
never need worry about running out of
power or wasting environmentally harmful
batteries.

One minute of winding gives up to 40
minutes of play time so it's ideal for the
beach or long weekends in the country -
you can even use it to charge your mobile
phone in an emergency. Alternatively, you
can still charge the media player
conventionally through the USB port of
your computer. You can watch movies and
music videos on the bright full colour
screen, listen to music and movie
soundtracks on the sound system or tune

into favourite programmes on the FM
stereo radio.

View your photo albums and read text
documents - any time, any place. With or

without power. You can store all your
media and data onto the internal
memory, and even more with plug in
SD cards. When connected to your
computer the device will appear as
an external disk drive so you can
easily "drag and drop" media files. 

Transform your large record
collection into a palm-sized
format by using this device to
record from old cassette and

record players. Use the
built in microphone to

record voice
memos or

whatever is
going on
around you.

The internal Lithium Ion battery can be
recharged fully via PC/Laptop USB port, or
internal ECO-Dynamo system which
provides approx 40 minutes audio play
time for each 1 minute of winding. 

The Maximum Play Time is 20 Hours.
Emergency charge for popular mobile
phones is available.

You simply connect phone to with the
provided connector and wind the generator
to charge phone.
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techno gadgets

SPECIFICATIONS:

- Hi-Fi audio reproduction of mp3, wma, asf,
wav, ogg vorbis.

- Stereo 3.5mm headphones jack.

- High quality headphones included.

- Mono loudspeaker built-in.

- Stereo Line-In digital recording of external
analogue devices such as tape decks, record
players, other audio sources. Encodes to
MP3. Selectable recording quality 64k, 128k,
192k bits / sec.

- Plays movies in full colour and with excellent
audio reproduction. Supported formats:- asv
(wmv, avi, mpeg etc supported via conversion
utility) Colour LCD screen 1.8" 0.20 million
pixels.

- Super on-chip PLL FM radio with digital
precision tuning. 87.5Mhz - 108Mhz.

- View photos in high quality on the 1.8"
colour screen.

- Slide-Show facility with adjustable interval.
Supports:- jpeg, bmp, gif images - including
gif animations.

- Record voice memos quickly and easily via
built-in microphone.

- Internal memory supports normal
Microsoft® Windows® folders and file
storage. When connected to PC via USB, the
device memory simply appears as an
"external disk drive". Use Windows Explorer®
to simply drag and drop media files into the
device. Stores around 250 tracks per 1Gb of
memory. Optional SD Card memory can be
added at any time.

- Includes auto re-coil USB cable and
supports High Speed

- USB 2.0 data transfer. Includes 3.5mm
Stereo Jack lead for audio line-in. Includes
auto-recoil phone charge lead and assorted
adapters.

- Produced under Licence for Trevor Baylis
Brands plc

HELP SAVE THE PLANET WITH THE ECO-MEDIA PLAYER



Funky MOPODS in a spin 

When your mobile phone rings or
receives a text within a metre of a
MoPod  it spins and flashes wildly. It's
the perfect visual warning if your
phone is on silent or you are in a noisy
place. 

A collector's dream, the MoPods come
in seven quirky phone charms; Puppy,
Monster, i-Penguin, Kitten, Monkey,
Devil, and the new Golden Penguin.
Each mini character lives
encapsulated in its own transparent
dome.

MoPods are compatible with GSM
networks including T Mobile, o2,
Orange, Virgin, Vodaphone, however,
they're not compatible with Three
network. They are available at:
http://www.iwantoneofthose.com/

USB BATTERIES CHARGE
AHEAD

420 million batteries are thrown away
every year in the UK creating

tons of toxic waste.
Rechargeables are the

future - and now
you don't even

need a charger.
This NiMH AA

battery has
a USB 

socket hidden in the lift-off top. To
charge it, simply plug it into any USB
port. 

You can also charge them using an
ordinary NiMH charger. The USB cell
can be re-used hundreds of times,
saving money, hassle and waste.

Key Features 

· Charge time approximately 6 hours
· Can be charged again and again
· Simple and easy to charge
· Charge cells before first use

13
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If you've dreamt of leaping over
a traffic jam or crowded
pavement your dream could
soon be reality. Thunderbolt
Aero systems have developed a
personal jet propulsion pack.
The snag is it provides just up to
75 seconds flight time and costs
just under US$100,000.
Thunderbolt developed the
system with an eye on the
commuter market but admits the
journey time needs
development. It hopes that in a
year or so the dual engine
design it is currently working on
can build up to a 35 minute
flight.

By Akbar Saeed Khan

For hundreds of years
now humanity has
been used to telling the
time by gazing at a
circular clock with
pointers. But like so
much these days that
could fundamentally
change. We could be
telling the time by
glancing at a few

flashing dots on a Binary Clock.
When you first hear how this
works you could be forgiven for
thinking it's too complicated but
perhaps people said that about
the old clocks at first, it just
takes time to adjust. 

You work out the time by adding
the illuminated lights in each
column (the bottom light in each
column is worth 1, the second
light up is worth 2, the third up is
worth 4 and the fourth up is
worth 8) or across each row (1,
2, 4, 8, 16, 32). It's easy after a
few goes. What's more, with the
light patterns changing every
second, it's really rather
mesmerising. And with three
brightness levels and 12/24
hour options it's more adaptable
than old style clocks, if it doesn't
turn you dotty.

JOIN THE JET SET

On the Dot Binary Clock

techno gadgets

Picture Source : http://crave.cnet.com/
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For the ultimate in street cred
and a cool £220 Armani has
launched the EA7 Skorpion
Urban skates. With these strap
on models you can glide to work
or meetings with a relatively
bump free ride and make quite
an entrance. They're claimed to
be "the most stable skate in the
world" with a chrome spring
steerage system providing the
ultimate in suspension. The
100mm high rebound urethane
wheels have performance
bearings to help you glide along

smoothly and non-marking
replaceable rubber brakes. The
convenient padded straps
have ratchet style quick
release buckles to
bring you back to
earth for some
ordinary walking.
The strong,
lightweight size
a d j u s t a b l e
footplates fit
most footwear. 

Get your Armani skates on
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By Akbar Saeed Khan

While many people lock and
password protect computers when
they leave them on their own, in a
busy office people often wander
away leaving them open to
security risks. With the Wireless
USB computer security system,
the user carries a battery
powered transmitter which
transmits a signal to a USB
dongle slotted in the computer.
Access to the computer is disabled
when the user is more than 2
metres away until the user moves
back into range with the computer. 

More details at  
www.gogo-gadgets.co.uk

E-SECURITY ON THE GO

techno-gadgets
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Gamers are used to audio-
visual overload but now they
can they can get a sensory kick
too when they play with the
Mindwire V5 delivering electric
shocks at key moments of
excitement in the games. 

The V5 gives you the feeling of
all the action in the game being
played; such as the blast of a
machine gun, receiving a kick or
punch, or the sensation of a
crashing car. Mindwire-V5
works with most current games
on the Playstation-2, XBOX,
Gamecube, and PC, as well as
with purpose designed games
on a variety of systems. It can

now also work with the new PS3
Dualshock3 games.

Sensory feedback 
Available only on the Internet
(www.mindwire-V5com) for £99.99
plus postage, Mindwire-V5 uses
electrical muscle stimulation
technology, originally developed for
muscle toning therapies. Gamers
connect to Mindwire-V5 with as
many as five  self-adhesive pads,
which can be attached to arms, legs
and the stomach to provide sensory
feedback that mimics the game
action. It  works hand-in-hand with
the normal vibration of the games
controller and several devices can
be connected for multi-player 

games. 

The feel can be
adjusted to give
v a r i o u s
sensations that
can replicate
the feelings
associated with
the game being
played. A wide
variety of
sensations can

be achieved, from a very sharp zap
all the way through to a soft
massaging feeling. Multiple players,
each with their own Mindwire-V5,
can play against each other on a
single games console with only the
pain being generated by opponents
being felt. 

Graduate design
Mindwire-V5 was devised and
developed by two former
Manchester University graduates
who have always had an interest in
games design. The Black Country
Inventors Club provided
encouragement and support,
especially with regard to patent
protection, throughout the long
development process. 

The V5 has gone through extensive
testing and fine-tuning process to
enable it to comply with current EU
safety standards. The main console
has been miniaturised and brought
to production by Pektron of Derby,
and the product assembled and sold
by Mindwire Ltd. It is only suitable for
ages 16 and over. 

FEEL THE PAIN WHILE YOU GAME
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techno review

By Graham Jarvis

The new Toshiba Portégé M700 is
widely acclaimed by industry analysts.
Different reviews place it within the top
four laptop tablet PCs. CNET Asia, for
example, gave it 7.5 out of 10 for its
design, features and overall
performance. Toshiba has worked hard
to add an extra level of usability. “To be
able to interact with the PC is going to be
a huge benefit" explains Kenneth Chan -
Toshiba's product manager for the
EMEA region.

It is an excellent machine for
professionals on the move, targeting
those within businesses, education, and
the public and health sectors. The health
sector will particularly like the new
model, which replaces the M400,
because "it will provide an easy
alternative, allowing them to send data
around hospitals", he says. This sector is
likely to put the M700 through its paces;
the NHS has a rigorous testing and
evaluation process before it buys new
technology. Yet it's expected to be one of
the machine's key customers.

Penning for a useful first

Chan says it's the first time the company
has launched a tablet PC that has both
pen input as well as touchscreen
capabilities. Toshiba's research found
that there is a huge demand for this kind
of tool, which allows people to write onto
the machine's screen. Their handwriting
is then converted into text, or it can be
captured and saved as their own
handwriting. It eliminates the urge that
some people have traditionally had to
write on a piece of paper, only then to
type it up onto a PC. It makes life a lot
easier; the tasks that much quicker than
ever before. Moreover, most other
brands are said to use only a pen only
device; they are not providing both
options. 

"The businesses we have shown it to
love the idea of being able to use a
touchscreen", he explains. Many of us
are used to touching a menu-driven
screen interfaces when we go to a bank,
perhaps to gain some information about
a financial product. "But when you ask
someone to write with a pen they think
they're not used to this technology; they
are therefore more defensive." With
touchscreen being more natural to some
people, it's advantageous and sensible
to give users the choice of which kind of
input they're more comfortable using. 

The machine comes with Microsoft
Vista, which has helped to make the
handwriting recognition software more
effective and accurate. It was an
adaptive tool with the previous Windows
XP versions, meaning that the tablet PC
would have difficulty recognising
peculiar styles of handwriting. Chan
says this is no longer an issue with the
Vista-based version. 

"Microsoft have built it into the kernel of
Vista, and 99% of notebooks are now
pen-supported", he explains before
adding that it's often already built into the

chassis. This feature comes with
Windows Vista Premium and
above, he says. Chan believes that
Microsoft's OneNote, which is pre-
installed and worth £90 to the end
user, complements the technology.
The pen otherwise allows you
navigate your way around the
screen more easily. You can, for
example, use vertical pen flicks to
cut and paste content. 

Not Without Critics

PC Pro magazine wrote its own
review on the Toshiba Portégé
M700, using the pen input
technology; the first ever written
this way. Its reviewers found it to be
"so tactile and usable that we
dispensed with out keyboard
altogether for the day to give it the
most thorough test we could think
of…" The result was a well written
article, but it doesn't just praise the
new model. The full keyboard is
both commended and rebuked. It is
described as delicate with hardly
any travel in the keys. Perhaps the
reviewers aren't quite into touch-

Toshiba's new tablet PC is
highly acclaimed
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typing? Regardless, some keys are
too small, particularly when it is
compared to the HP Compaq's
2710p - a leading tablet PC. 

The M700 is also criticised for
having a lack of solidity in terms of
its build quality. The reviewers cite
that there is a huge amount of "flex
around the removable optical
drive".  In tablet mode the screen
can be twisted to work at an angle.
Although this works well up to a 90
degree angle, relative to the body
of the machine, the screen can
bend if it's off by just a few degrees.
The overly flexible chassis is said
to be most notable when the PC is
in tablet mode. 

However, Tablet PC Review
magazine's own critique of the
M700 contradicts this view,
believing it to have "a solid design
and chassis."  This might be down
to differences of opinion, or
perhaps PC Pro's test was a
tougher one; its reviewers prefer
Compaq's offering too.  

PC Pro felt that the touchscreen is
really a 'digitiser', contradicting the
claims of Toshiba. The latter says
in a press release that the "M700
has added the advantage of a
touch sensitive display to allow
direct fingertip control…" 

I disagree with one critic's
comment regarding the anti-glare
feature of the screen, which he felt
was unnecessary in the UK. One of
the great things about laptop
computers is that they give you the
freedom, depending on how long
their batteries last, to work
absolutely everywhere. Even in the
UK the sun can cause some glare
on the display, rendering it
invisible. So anything that helps to
keep you working, where and when
you want to, has to be a bonus. 

The optical drive is criticised too,
because it is too easy to press its
eject button by accident.
Meanwhile, other reviews criticise
the model's new anti-shock
feature, which parks the hard drive
when the machine is accidentally

knocked or dropped. Toshiba's own tests
involved dropping the M700 from a
height of 1m. There is cushioning within
the chassis to help protect the M700's
internal electronic components from
shock damage. It is criticised because it
only takes a gentle knock on a table to
activate the machine's 3D sensor,
making it too sensitive and potentially
annoying. The anti-spill features
otherwise work well, but they can only
protect it up to a point. So users
shouldn't make it a pastime of spilling
their tea or coffee on the keyboard. 

Customers should also have been
given the option of having the full
version of Microsoft's latest
Office suite, and not just a trial
version. Although it would add a
further £200 to its cost, it makes
more sense from
a buyer's and
u s e r ' s
perspective. The
machine itself
costs around
£1,154, but the
software can
sometimes cost
quite a lot more
than that. I'd also
want to get up running more quickly than
a trial version would most probably
allow. Microsoft Works, which often
comes as standard with new PCs, is
also the last thing I'd want to use. 

Accelerated Processing Power

The Portégé comes with the latest that
Intel has to offer. The T7500 version, like
the Dell XPS, features 2.2Ghz of raw
processing power, using Core 2 Duo
technology. The UK launch version,
however, has an 'aggressive' T7250
processor. It uses the 965 chipset, which
is not new but it will be superseded by
the Montevina in the third quarter of
2008.  

This is complemented with Intel
graphics, improving the efficiency of the
machine's batteries - they should be
able to last 4-5 hours. Users can also
buy extended batteries, which pack in
even more juice and performance by
doubling the capacity of the battery. 

Safer and more Secure

What happens if your laptop is stolen? If
it were, one of your key concerns would
be about the loss of personal and
business data, particularly with respect
to confidential information. Toshiba has 

therefore developed the EasyGuard
system, which increases the level of
security. Chan summarises it as being
about three things: security, connectivity
and protection. 

Security is the most fundamental
concern. A couple of years ago the
company embarked on making its
business propositions reflect reality;
including the ability to lock down a
machine using technology that would
encrypt files. Making the machine spill
proof was just one of the concerns.
Users have to prove who they are before
they can even begin to use it. They have
to place a finger over the machine's
fingerprint scanner.  But how good is it?

"It is very good, accurate and it is
password protected on the web", says
Chan who adds, "The software looks for
live cells beneath your skin. The
scanners are much more intelligent than
the first generation, providing a different
level of authentication." 
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The Portégé can also be set up to
disable all of the ports, preventing data
leakage and a loss of data. By working
with Flagstone too, Toshiba has added
an extra layer of encryption. This
renders the hard drive useless, and
prevents unauthorised users from either
stealing or seeing your data. The
machine also uses AMT, an Intel solution
that allows for easier support of the 'PC
real estate'. The PC can be controlled
remotely, even when it is off. This will
help people to have secure access to
their machines when they work remotely,
and increasingly a number of people are
doing so. 

The other aspect of security is that
Toshiba has a dedicated docking system
for this product. Users can use a large
monitor instead of the machine's own
display. Furthermore it is usability and a
health and safety requirement - the
docking system takes care of any loose
cables, reducing the need to plug in
separate cabling. It offers convenience
and security.

A lighter model

Toshiba believes this is the best tablet
PC they've produced and launched so
far. Customers are able to customise the
machine to a particular configuration; a
type of processor or hard drive.  It is
otherwise 10% lighter than the M400,
coming in an A4 size format. The
company feels they have given users
more than they will actually use, but it
should provide some significant cost-
savings over a long-term period. For
around the price this is a pretty good
product; a good buy giving value for
money. Nevertheless, would it be better
to wait for the Montevina? I wonder.

techno review

Processor/Technology

Intel® Centrino® Pro processor
technology featuring Intel® Core™2
Duo processor T7250 (2.00 2MB L2
Cache, 800 MHz FSB) 

Operating System

Genuine Windows Vista® Business
Edition (pre-installed) or Genuine
Windows Vista® Business Edition
(pre-installed) + Genuine Windows®
XP Professional Edition (as recovery
media on DVD-ROM) 

Display

12.1" WXGA LED antiglare Backlight
indoor/outdoor wide view angle
display, resolution: 1,280 x 800,
high-brightness: 200 cd, with
Digitizer with Touch function 

Hard disk

120GB (5,400 rpm), Serial ATA

System Memory

2x1GB, maximum expandability: 4
GB, technology: DDR2 RAM (667
MHz) 

Optical Device

Slim SelectBay DVD Super Multi
(Dual Layer) drive 

Graphics Adapter

Mobile Intel® Graphics Media
Accelerator X3100, up to 384MB
total available graphics memory with
2 GB system memory, 16x PCI
Express (Supports "Smart External
Monitor" (4:3 & 16:10 ext displays) 

Pointing device

Active Digitizer only (Pen & Ink) /
w/Touch* (Pen, Ink & Touch),
Touchpad, Tablet Pen (reserve pen
in storage bay) 

Wired Communication

Gigabit Ethernet LAN, International
V.90 modem (V.92 ready) 

Wireless Communication

Wireless LAN (802.11a/b/g +
a/b/g/Draft-N, Bluetooth® 2.0 with
EDR (Enhanced Data Rate) 

Dimensions

W x L x H: 305 x 239 x
37.4(front)/39.4(back) mm, weight:
2.0 kg with Slim SelectBay DVD
Super Multi (Double Layer) drive 

Warranty

3-year international warranty.
Upgrade your standard warranty with
Toshiba warranty extension and
uplift packs. Contact your nearest
Toshiba Authorised Reseller for
details. 

Source: Toshiba

Key specifications (Portégé M700)
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schools

2008 Primary School Technology
Challenge Launched
Primary school students aged nine to
eleven have till 13 July to enter the
2008 'Make IT Happen' technology
competition backed by e-skills UK, in
partnership with the Institution of
Engineering and Technology (IET). 

Make IT Happen 2008 calls on schools
to use technology, such as audio-
visual materials, web pages or
interactive posters, to describe how
they would change an aspect of their
local community for the better. 

Schools are encouraged to focus on
an issue they really care about, such
as tackling bullying or littering, helping
to improve the local environment or
supporting their community.  Judges
will be looking for student-led entries
that show initiative and imagination
and make the most of students'
technology skills.  

Andrew Miller, Labour MP for
Ellesmere Port and Neston and
Chairman of PITCOM said: "It's
amazing what young people can do
when they are given access to
technology. 'Make IT Happen 2008'
gives us an opportunity to recognise
and celebrate the best of this work. We
are delighted that so many MPs are
backing the 2008 competition and will
be encouraging their local schools to
enter."

Karen Price, CEO, e-skills UK said:
"Technology increasingly underpins
every aspect of our daily lives and can
bring many benefits. We believe that
that this year's challenge will
encourage young people to use their
technology skills while thinking about
how they could make their world a
better place to live in."

The competition prizes are being
supported by the Institution of
Engineering and Technology (IET).

Robin McGill, Chief Executive, IET
said: 

"Make IT Happen raises awareness of
the excellent work being undertaken in
many of the UK's primary schools to
help young people develop an
understanding of technology.
Education is the key to the future and
we are delighted to be a partner in this
initiative."

e-skills UK is making software
resources and 'How To' guides
available online to help schools design
their campaigns.

Cash prizes will be available for the
winning school from each of the
English Regions and Northern Ireland,
Wales and Scotland. In addition,
£4,500, £2,500 and £1,500 will be
awarded to three overall winners.

Winning schools will be notified and
invited to come to the Houses of
Parliament for an awards ceremony in
October.

For further information and details of
how to enter visit the Make IT Happen
website at 
www.cc4g.net/makeithappen 

About PITCOM

The Parliamentary
Information Technology
Committee (PITCOM)
provides a forum for MPs,
Peers, senior civil servants,
academics and ICT
professionals to exchange
information and opinions. It
has evening meetings in a
Committee Room of the
House of Commons on the
policy implications of new
technologies, and holds
receptions and an annual
dinner in the House of Lords.
The Committee also

provides in-depth briefing papers for its
Parliamentary members.

About e-skills UK

e-skills UK is the employer-led Sector
Skills Council for IT and Telecoms,
campaigning to make the UK world
class in technology skills.  e-skills UK
unites employers, educators and
government to:

- Inform - ensuring that employers,
education and government have
access to world class market
intelligence to support decision-
making and investment; 

- Inspire - improving the image and
attractiveness of technology careers; 

- Educate - helping to prepare young
people for successful careers and lives
in an increasingly technology-enabled
world; and 

- Professionalise - supporting
employers in the development of a
world class workforce. 

e-skills UK part of the Skills for
Business network of 25 employer-led
Sector Skills Councils
www.e-skills.com
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research

Why Free Music Downloads and P2P  
File-Sharing may be Good News for the Music
Industry 
Birgitte Andersen
PhD Economics. Reader in the
Economics and Management of
Innovation at the University of London,
Birkbeck College, and Visiting
Professor at the British Institute of
Technology and Ecommerce (BITE).     

Marion Frenz
PhD Management. Lecturer in
Management at the University of
London, Birkbeck College.

A contribution to a debate

New ways in which music is created,
delivered and consumed, affect both
market and industry structures. There
are many different stakeholders
affected by this change, including the
major and independent music
publishers, the artists and the
consumers. This article builds upon a
major study conducted for Industry
Canada between 2005-08, and was
aimed at supporting policy decisions in
relation to the internal review of the
copyright regime in Canada. It
discusses the effects of P2P file-
sharing and free music downloading
activities on pre-recorded music
purchases in CD and electronically-
delivered music markets. (Popular
P2P protocols include Gnutella and
BitTorrent). The focus is on whether
such free downloading and P2P
filesharing displaces/substitutes or
increases/stimulates music purchases,
and the implications this has for the
new emerging organizational forms
and existing appropriability regimes in
music markets. Based on our findings
we argue that free music downloading
and P2P filesharing behaviour is not
bad news for the industry, because
such activities create a range of new
business opportunities. 

In the midst of a technological
revolution changing the economic
status of music
The technological revolution in
information and communication
technologies (ICT) and micro-
electronics, including the emergence
of a digital technological paradigm, has
changed the economic status of
creative expressions, such as music. 

The economic status of music changes
once it can be separated from the
tangible object (for example, paper-
sheet, magnetic tape, LP, CD) or
person or location (for example
performance venue) in which it is
originally fixed. Technological change
in printing, sound and play-back
equipment, recording, broadcasting,
television, the Internet and the
invention of compressed digital
formats such as the MP3 have
facilitated such separation. Thus, the
consumption of music is no longer
limited by time and place of
production.

When such separation occurs, the
opportunities for increasing profits
emerging from reproduction become

the focus of business strategies. In
such cases, profits become much
more closely tied to the organization
and management of copyrights (music
royalties) in copyright-based markets.
Assessing the economic nature of
intangibles themselves, it can be
claimed that creative expressions are
taking on a greater market scope in
today's globalizing world. Music has
some intangible properties and special
qualities since it can be consumed
simultaneously among several
consumers (e.g. via broadcasting); its
value does not diminish by use; it
incurs significant fixed costs in
development; and, it can be
reproduced very cheaply. Several of
these characteristics are usually
referred to as the 'non-rival' aspect of a
public good, but, unlike a public good,
it is possible for the creator of an
expression to exclude others from
using it by using a copyright, and,
thereby, opening the possibility for
wider commercial exploitation. 

However, it is here that technological
change not only enables possibilities
for increased profit via market
expansion and the creation of a
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sustainable industry, but also challenges
and sometimes even undermines this
economic status of the musical

expression.  When music is provided as
a service through a live performance,
the problems of joint consumption and
(imperfect) excludability are reasonably
easy to manage. The market is restricted
and the market-control on the creative
expression is reasonably secure.

Problems can occur when the music
flows more easily get out of control of the
copyright holder due to the evolution of
(i) new sound and picture recording and
playing technologies (for example,
magnetic tapes, LPs, CDs, high fidelity
and stereos, video, digital audio
technology), as well as (ii) new
broadcasting and public performance
techniques (for example, radio,
television, cable, satellite, Internet). This
opens up the possibility for widespread
unauthorized copying. The low cost of
(re)producing an intangible expression
such as music in the digital MP3 age
means that its market can be uncertain
and fragile, quickly undermined by
copying and downloading. This makes
any investment in activities that rely
heavily on intangible expressions and
other intangible assets inherently risky.
This is particularly apparent with cultural
products, such as a music sound
recording or a film, where the
investments made in establishing and
promoting an artist are very specific and
where short product cycles mean
profitability relies on explosive but
ephemeral market growth. 

Some countries have strengthened
copyright legislation and enforcement
policies in response to the changing

information-technology environment.
However, the extent to which P2P
file-sharing and free music downloading
activities displace/substitute or
increase/stimulate music purchasing is
uncertain or complicated.  

Is the free music from the Internet
substituting or creating music
markets? 

When studying the effect of free music
downloading and P2P filesharing
through the Internet, we need to take
into account different kinds of effects
and their relative importance.  

There is the market substitution effect
which refers to situations where such
free downloading activities substitute
existing music purchasing. This occurs
because a person considers the price for
a song or album to be too high. We have
analysed the extent to which substitution
takes place through a variable which
captures if a responded perceived CD
albums to be too expensive. The
variable is referred to as: 'album too
expensive'.

Counteracting the market substitution
effect, is the music sampling effect.  Free
music downloading and P2P filesharing
create business opportunities in markets
for music, so it means more music sold.
We divide this effect into a 'market
creation effect' and a 'market
segmentation effect'. The market
creation effect relates to situations
where the individual engages in P2P file-
sharing in order to hear a particular song
before buying it and where such activity
increases that individual's music
purchasing. We have analysed this
effect though a variable we entitle: 'hear
before buying'. Another market creation
effect refers to the situations where an
individual engages in free music
downloading and P2P filesharing
because the free music is not available
to buy in stores or from pay sites.  We
have analyzed this effect through a
variable we entitle: 'not available
elsewhere'. Finally, the market
segmentation effect refers to situations
where people engaging in free music
downloading and P2P filesharing do not
want any tangible music carrier or the
whole bundle of songs on a CD, and

instead prefer the intangible
electronic file. We have analyzed
this effect through a variable we
entitle:  'not whole album'.  

All these effects illustrate various
incentives to engage in free music
downloading and P2P filesharing,
and they helps us to understand
the effect such behaviour has on
the music pay markets, whether we
mean CD or electronically
delivered music (such as iTunes).

Data and analysis

Birgitte Andersen designed and
conducted a survey in 2006, with
support of Industry Canada and
Decima Research. Observations
used for the survey include 2,100
Canadians over 15, which was
subsequently scaled up to
represent (in terms of age, gender,
region and downloading status) the
Canadian population of 12,6
million. This survey is very
comprehensive in terms of the
breadth of variables included,
which (in addition to the just
mentioned demographic variables)
included:

(i) A wide range of ways to acquire
music: 
- Buying music: Number of
purchases and average price of
CDs and electronically delivered
music.
- Free music acquiring: P2P
filesharing, ripping music from
CDs, promotional websites, private
websites, copying MP3.

(ii) The motivations for free music
downloading and P2P filesharing,
as discussed in the above section:
'album too expensive', 'hear before
buying', 'not available elsewhere',
'not whole album'.

(iii) Control variables such as music
interest, perceived change in music
quality, and other variables
including 'ownership of MP3
player', purchasing of other
entertainment products such as
DVDs, videogames, cinema
tickets, concert tickets.
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Using those variables we tested for
the market substitution versus
market segmentation effect, using
negative binomial, probit and OLS
regressions. 

A list of all hypotheses tested and
the full econometric analysis on
"The Impact of Music Downloads
and P2P File-Sharing on the
Purchase of Music: A Study for
Industry Canada" can be
downloaded from Industry
Canada's web site which lists the
report: http://strategis.ic.gc.ca/epic/
s i t e / i p p d d p p i . n s f /
en/h_ip01456e.html

To our knowledge, our study is the
first major empirical study to
employ representative 
microeconomic data to analyze the
effect of music downloading and
P2P filesharing on the purchase of
music.   We assess the behavioural
patterns associated with music
consumption, as well as the
motivations behind such behaviour.
Most previous studies examining
the impact of P2P filesharing on
music purchasing/sales have
employed macroeconomic (i.e.
aggregated) data and assumed
certain relationships. See for
example the famous work of
Stanley Liebowitz which is based
on city-level data, and where a
relationship is assumed between
'record sales measured for an
entire city' and 'Internet penetration
in a city (used as a proxy for file
sharing)'. Our micro study has a
huge advantage over such existing
state-of-the-art studies, as the data
is collected by asking individuals
directly about how much music (CD
and electronically delivered) they
purchase and how much they
download for free, and what their
incentives are when they engage in
free downloading. In our view,
macro data can describe a
situation or some relationships at
the aggregate level, but such data
is limited when it comes to
shedding light on explanations of
the situation. For this we need
micro-data, as we need to 

understand how the micro behaviour
underpins the creation of the situation at
the aggregate level.

Downloaders of free music and P2P
fileshares are not to blame for the fall
in CD sale.

Comparing P2P fileshares with those not
engaging in such activities, we found
overall, that people engaged in P2P file-
sharing do not purchase more or less
CD albums than those not engaged in
such activities. However, they were
more likely to purchase MP3s. 

Investigating only the behaviour of P2P
filesharers we found a strong market
creation and segmentation effect as we
found a positive and significant
relationship between purchases of CD
albums and high levels of P2P
downloading due to 'hear before buying'
and 'music not available elsewhere'.
This suggests that, people who are
engaged in a lot of P2P filesharing tend
to buy more music than people who
download comparatively fewer songs.
We also found a market substitution
effect, as we found a negative and
significant association between CDs
purchases and a high proportion of P2P
downloading due to 'album too
expensive'. Nonetheless, when we
tested for the relative importance of the
two effects, we found that the 'market
creation and segmentation effect' is
significantly greater than the market
substitution effect.

Thus, from the results we conclude that
we cannot blame P2P filesharing for the
decline in CD markets. Rather, it is most
likely that it is the shift in the underlying
technological paradigm which causes a
decline in the sales of CD albums. 

The results suggest that the copyright in
music markets is not necessarily
undermined by free music downloading
and P2P filesharing (especially due to
the strong market creation effect, such
as 'hear before buying', and the fact that
people engaging in free music
downloading and filesharing are more
likely to purchase electronically
delivered music). Technological
innovation (spurring the way in which
music is now electronically delivered and
consumed) pushes a need for the music
industry to change their organization of
such appropriation, in order to match the
emerging new structures. 

We even see a golden opportunity for
new publishers and artists to enter music
pay markets where copyright
appropriation occurs. This involves the
need to adopt to the evolving music
preferences or taste and the new ways
music users prefer their music to be
delivered and consumed. Do not forget
that our results indicate that P2P is
motivated by consumers looking for
music that is not available elsewhere or
that they prefer the single digital
intangible electronic file.
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The BITE Annual Awards held on 22
November 2007 recognises Lifetime
Support of Technology, Outstanding
Contribution to e-Commerce and
Excellence in research dissertation from
a BITE student. These awards reflect the

aims of BITE, the British Institute for
Technology and E-Commerce, to foster
the increased application of technology
and e-commerce in the global
community.

Over 200 ambassadors, business and
community leaders, academics and
students attended a lavish dinner at the
Royal Horseguards Hotel in Whitehall,
London. Music was provided by the

Anglo Russian Music Academy, Musica
Nova and there was even a strolling
magician to entertain guests at their
tables. The MC for the evening
well-known, BBC presenter, Nick Ross
introduced the opening speaker, BITE

director, Muhammad Farmer and
Muhammad Yaseen Farmer read his
poem composed specially for the event,
“Fusion not Confusion”.

BITE deputy principals, Prof. Terry Knibb
and Prof Don Harper spoke on BITE
education and consulting while Minister
of State, Stephen Timms gave the
keynote speech. Paul Whiteway of UKTI
spoke on international relations.

Rolls Royce, represented by Dr
David Clarke, sponsored the
Lifetime Devotion to Technology
Championing Global Award which
was awarded to Prof. Abdul Kalam,
former president of India. KPMG

sponsored the Best MBA
Dissertation award which was
presented by Nina Amin to Farooq
Arbasi and Mircrosoft sponsored
the Best MSc Dissertation Award
which was presented by Naser
Ziadeh to Paul Mazai.

BITE Annual Awards 

Award for the Best BITE MBA Dissertation (KPMG)               Award for the Best BITE MSc Dissertation (Microsoft)
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Message from 
Dr APJ Abdul Kalam 
(H.E Former President of India)
November 18, 2007

"I am delighted to know that British
Institute of Technology and E-
commerce is celebrating its annual
event on 22nd Nov. 2007 and bringing
together major technology
companies, academicians, policy
makers, business leaders facilitating
forging of relationship support each

other. Such a partnership is essential
to promote technological innovations,
which is an important ingredient for
enhancing organisational 
competitiveness. With the rapid
convergence of technologies such as
bio, nano and info. I would suggest a
creation of a “World Knowledge
Platform” between the partner
institutions to work on “Mind to
Market” missions for faster delivery of
quality products and systems to the
society. It will also enable capacity
building for delivering of complex
missions to international initiatives. I
wish the successful deliberation of
British Institute of Technology and
E-commerce annual event leading to
enhanced business opportunities for
all members."

BITE Director, Muhammad Farmer
and colleagues met the former
president of India, Prof. Abdul Kalam
on a recent visit to India. Dr Farmer
presented Prof. Kalam with BITE’s
Rolls Royce sponsored award for
Lifetime Devotion to Championing
Technology.



Fully exploiting technology is the single
most important step the UK can take to
improve productivity across the
economy, according to research by e-
skills UK. The results could generate an
additional £35 billion for the UK
economy over the next decade, but only
if we take urgent action to improve our
skills base, drive the business adoption
of technology - particularly among
smaller firms - and foster technology-
related innovation.

The research 'IT & Telecoms Insights
2008' provides a unique view of the key
trends, opportunities and challenges
facing the UK over the next ten years,
and their implications for skills. The
findings are being presented to
employers and John Denham, MP, the
Secretary of State for Innovation,
Universities and Skills as part of a
nationwide consultation on priorities for
action.

IT engine for growth

Karen Price, CEO of e-skills UK said:
"The research evidence is unequivocal:
in today's increasingly fast moving
global business environment, IT &
Telecoms provides the engine of future
growth and the key to increasing
productivity and competitiveness.  Half
of Europe's productivity gains in recent
years can be attributed to investments in
IT. IT & Telecoms already contributes
£51.9 billion to the UK economy every
year - 5% of the total UK economy - and
provides jobs for one in twenty of the
UK's workforce. 

Technology enables UK businesses to
secure new markets, improve
productivity and performance and attract

high value-added business and
investment to the UK. To safeguard
the long term success of the UK we
must maintain the strength of our
thriving IT & Telecoms sector and
world leading IT-enabled sectors
such as financial services and
biotechnology. We cannot achieve
this without widespread investment
in skills."

UK Lead

Paul Coby, CIO, British Airways
and Chair of the e-skills UK CIO
Board, said:

"We have great intellectual capital
in our IT & Telecoms companies.
Our universities are among the
world leaders in mathematics,
computer science, physics and
economics. UK companies have IT
departments that lead the world in
solving business problems by the
smart use of technology. Our lead
in these areas will disappear fast
unless we radically improve our
business and technology skills
training at all levels."

The research reveals that
employment in the IT & Telecoms
industry is forecast to grow at up to
five times the national average. But
the long term strength and success
of the sector is threatened by a
dramatic decline in the numbers of
young people studying technology
and a lack of interest in technology-
related careers. For example, UK
applications to IT-related degrees
have fallen by 50% in the last five
years.  

Contents
Making the most of technology to
boost the UK economy

IT & Telecoms Insights 2008

The Web Professional

Putting Business at the Heart of
Science  at Daresbury Science &
Innovation Campus

Using Penetration Testing to Identify
Management Failure

From Bricks to Smart Phones

28

Features 

Making The Most of Technology Could
Boost UK Economy by £35 Billion

Research highlights critical importance of IT & Telecoms to UK and
urgent need to invest in skills



Fist Step

Nick Read, CEO, Vodafone UK
said:
"An important first step is to change
the perception young people have
of IT & Telecoms degrees and
careers.  Secondly, we need to
transform technology-related
education and capture in the
curriculum the excitement that
students already have for
technologies in their daily lives
such as mobile phones and the
internet. Thirdly, and most
importantly of all, in today's rapidly
changing environment we must
ensure that the UK's workforce is
encouraged and able to develop
the world class skills they need at
every stage of their career.  Our
future depends on it."

The IT & Telecoms Insights 2008
research and consultation will
underpin employer-led, strategic
action plans for the four nations of
the UK, to be published later this
year.
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IT & Telecoms Insights 2008
IT & Telecoms Insights 2008 is a suite
of research reports looking at the key
trends, opportunities and challenges
facing the UK in terms of IT &
Telecoms and the UK's skills base.
Research findings include:

- There are 1.5 million people in the IT
& Telecoms workforce. Over the next
five years, the UK will require more
than 140,000 new IT & Telecoms
professionals per year, most of them
entering high level roles.  

- Around half of these will be
experienced workers transferring in
from other occupations. Around one in
five will be direct from education. 

- IT & Telecoms professionals will
increasingly require a broad range of
technical, business and
communications skills. 

- More than 77% of the UK's total
workforce needs IT skills - including

four million business managers and
leaders who need to be able to drive
IT-enabled change and the 21 million
people who use IT in their every day
jobs.  Over the coming years, they will
require IT skills at increasingly
advanced levels. 

- Only 18% of the IT & Telecoms
professional workforce is female,
down from 22% in 2001. 

The research includes input from over
4,000 employers and from Gartner
Executive Programs, Auridian
Consulting, Experian, Adroit
Economics and Regeneris Consulting.

The research will underpin strategic
skills plans for the four nations of the
United Kingdom.  The plans will be
developed by e-skills UK with
employers and other partners and set
out priorities for collaborative action to
make the UK world class in
technology skills.



30

Dr Andy Phippen
Director of IT Liaison and Programme
Manager, School of Computing,
Communications and Electronics
University of Plymouth

It is unquestionable that the IT industry
has something of an image problem. In
recent times it seems that one cannot
open a newspaper without hearing about
another IT project that has gone over
budget, failed to deliver on
requirements, or inadvertently lost a few
million identities.  However, this is
nothing new and one can draw on
numerous academic papers, articles and
newspaper reports over the years
discussing, with varying degrees of
rigour, how and why IT projects fail. 

Within the web sector, the visibility of the
end product can exacerbate the profile
of such problems, as well as compound
the factors that lead to such failures. It is
difficult to hide behind the enterprise if
one's web interfaces are failing or
providing access to data through

vulnerabilities within the code. The
global nature of the marketplace in
which web technology operates raises
the stakes as far as the delivery of
"professional" product is concerned -
one needs to consider far more than the
latest technical solutions when
delivering a complete eCommerce
solution, with financial issues such as
international taxation, legal issues such
as accessibility, and ethical issues such
as internationalisation, all playing
important roles. 

Poor public perception

My own experiences, as a web
developer, as an intermediary between
clients and developers, and as an
academic who has observed the growth
of this sector over the past ten years,
would suggest that while, in some
cases, practice is undoubtedly thriving
and there are companies and individuals
behaving in a moral and professional
manner, the public perception is
comparable to the building trade - there
are a lot of cowboys out there.  I have,
on many occasions, been asked by
people outside of the industry "how can I
tell a good web developer?" I often
struggle to provide an effective
response.  Their portfolio is a good place
to start, but tends to focus upon the
external deliverable rather than the
process by which it was reached. How
can one judge whether the developer
will behave in an ethical manner? How
can the individual ensure they do not get
ripped off? 

By way of illustration, I recently had a
discussion with a developer from a fairly
large eCommerce company in my
region. I asked them how they dealt with
accessibility legislation with their clients
and the response was "I'm happy to
code up an accessible web site, but only
if the client asks for it". This speaks
volumes about the individual's
professional behaviour - who is the
"expert" in the relationship? If

undergoing medical treatment
would the developer view it as their
responsibility to examine the latest
research and legislation about their
procedure before giving consent to
the healthcare professional? Why
should the client be expected to
have the expert knowledge to be
able to make informed decisions
about a website design that could,
ultimately, end up in them getting
sued for discrimination? Surely it is 
the role of the professional to
inform on the legislative, as well as
technical, aspects of the proposed
work. 

Professionalism needed

This is certainly not an isolated
incident, I have experienced
several conversations where
developers had a similar attitude -
they would do what the client
asked for and no more because,
ultimately, it would be the website
owner, not developer, that got
sued. It seems there is a proportion
of the sector who will still hide
behind the "this is what you asked
for" mentality that has gripped the
IT industry for years, rather than
taking a professional (and ethical)
stance of attempting to ensure that
the client gets what they need. 

However, rather than being critical
without considering solutions, it is
important to look at where new
talent comes into our industry. It
has matured a great deal in recent
years, and one might now view a
degree as an entry level
qualification. Certainly my own
experiences in dealing with a large
number of companies in my region
would suggest they expect any
new recruit to have either a degree
or a large amount of experience.
So, we need to consider the
breadth of knowledge imparted
onto these new graduates. 

The Web Professional
The Role of Higher Education in Ensuring Professional Practice in the
Web Sector

features

‘"What's ethics got to do
with web development?"

- Stage 1 student, BSc (Hons.) Web    
Applications Development, 
University of Plymouth
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Higher Education Institutes (HEIs)
are aware of the growth in the
web/eCommerce sector and there
are a large (and growing) number
of programmes that focus upon

web-based IT. Within my own
institution we have two
undergraduate and one
postgraduate programme in the
area. Inspection of the different
programmes around the country
would suggest they fall broadly into
two camps - the business degree
that considers "e" aspects, but with
little consideration of the
technologies that underpin them, or
the technical degree, which
provides a broad skill set of 
technical abilities with little
consideration of professional,
business or ethical practice. Yet the
IT industry as a whole, via
professional bodies and eSkills UK,
has stressed for many years the
importance of both for any IT
graduate.  I have seen many
comparisons of professional
practice within IT with more mature
disciplines such as law and
medicine. Could one envisage a
medical programme where ethics
was not a core part of knowledge
imparted? 

Addressing the Problem

One should credit attempts to
address this problem. The British
Computer Society has an
admirable accreditation
programme for HEIs, providing
different levels of endorsement
(and exemption from professional
qualifications when working toward
chartered status) based upon their
assessment of degree

programmes. They have specific
evaluation criteria to determine whether
"legal, social and ethical issues" are
addressed within programmes.
However, having played roles on both

sides of the accreditation process, I
would suggest that, in some cases, the
HEI will play lip service to this
requirement, generally with a small
module toward the end of a programme
that will deliver these issues in a self-
contained package, with little impact
upon the rest of the programme. 

Need for Change

There is a need for change in attitude
from HEIs providing the next generation
of eCommerce professionals. The Leitch
report, for example, calls on HEIs to play
a greater role in understanding the
sectors into which their graduates enter
and making them more ready for the
world of work. In the more mature
disciplines such as law, a student
entering a degree programme will
expect to move from graduation into a
practice for them to further develop their
professional skills. I can't help but feel
that, for a large proportion of IT
departments within HEIs (or "Computer
Science" to use the preferred academic
term) the responsibility starts when the
student enters the first stage and ends
when they finish their last exam. I still do
not see, in a lot of cases, clear,
managed, routes for IT graduates
entering the world of work. 

Within my own department we are
investing a lot of effort in embedding
professional practice into our
programmes, having a dedicated career
development strand through each stage
of their programmes, with
encouragement and support to

undertake a 48-week placement during
the degree. This practice enables them
to embed their knowledge and realise
the importance of such career
development during their academic
development. 

Student Volte Face

The quote at the start of this article
comes from a student who was about to
embark on a year one module with me
examining the need for professional
practice in the web development.
Following the conversation from which
that quote was drawn, I sat with him and
showed him some of the sex offender
websites that exist in the US (generally
an embedded Google Map with an
overlay drawing from sex offenders
registers to show the location of such
people within a city), followed by various
news articles reporting on vigilante
activity using such sites resulting, in
some cases, in murder. I am pleased to
say that the student had an about face
during the module and produced an
exceptional piece of work considering
the role of open source software in
delivering effective eCommerce
solutions in a cost effective and
sustainable manner. While the subject
matter to engage the student with ethical
behaviour was somewhat stark and
extreme, its value was well illustrated. It
made it clear to me that we, as
knowledge providers, need to be
encouraging students to think about
career, the sector they are entering into
and how they should behave when part
of it as early as possible in the
undergraduate process, not in the final
stage as they are about to leave.

I realise this is a long-term goal - it is not
going to change overnight. I am
currently 35 and feel that if, by the time I
retire, we can reflect upon the
professional manner of the web sector,
and think back with amusement of the
frontier days of the late nineties and
early 'noughties', we will have done
extremely well. However, this change
has to happen from HEIs, who need to
take responsibility for the next
generation of web professionals, rather
than viewing it as something the industry
needs to sort out post graduation.



By Mark Blackburn

The quiet Cheshire village of Daresbury,
began its evolution towards becoming a
science and innovation campus when it
was chosen in 1962 as the site for a
laboratory for the National Institute for
Research in Nuclear Science.  Since
then, Daresbury Laboratory, run by the
Science & Technology Facilities Council
(STFC), has been synonymous with
world class scientific research, most
notably in the field of accelerator
science.  

It was here that the world's first
dedicated high energy synchrotron light
source (SRS) was designed and built,
leading to a series of scientific firsts - the
modelling of the foot and mouth disease
virus in 1990 and research by Sir John
Walker, earning him a share of the 1997
Nobel prize in chemistry.

Charting new territory

In March 2000 the Daresbury
Laboratory set out on a different journey,

towards making its site a home not only
to commercially-focussed science, but to
hi-tech business and industry.  With the
backing of the Universities of Lancaster,
Liverpool and Manchester along with
Halton Borough Council and with
investment from the Northwest Regional
Development Agency (NWDA), the
Daresbury Laboratory became a
founding member of the Daresbury
Science & Innovation Campus
(Daresbury SIC), officially launched in
September 2006.

It was the help of a £50m investment
from the NWDA that saw the building of
the Daresbury Innovation Centre on the
Campus, a state-of-the-art business
incubation facility, along with a sister
building now housing the Cockcroft
Institute, (the National Centre for
Accelerator Science).  In less than three
years, the Innovation Centre has
attracted 65 tenant companies, with
around half of them in the digital / ICT or 
mobile telecommunications sector and
nearly all of them SMEs.  

Yet getting companies to locate on the
campus is only part of the challenge
faced by Daresbury SIC Ltd (the
company set up by the founding
stakeholders to oversee this
development). It must also ensure that
those companies have the potential to
tap into the powerful technological
resources of the Daresbury Laboratory.
And with a recent survey showing that
around half of the companies are doing
just that (8 collaborative engagements
already in place between STFC and
Campus companies) this part of the
vision is already being met. 

Gateway to a new era

How is the Daresbury Laboratory
reacting to meet this new challenge?
Strong for decades in computational
science (and home for several years to
Europe's biggest academic
supercomputer, HPCx) it now provides

computing facilities for the most
demanding research simulations
along with large-scale facilities for
high-throughput development
simulations.  It is doing much of this
through its knowledge exchange
organisation, CLIK, and a spin-out
company, DAComS, which
provides a unique service for
advanced simulation in science
and engineering. 

Further ahead, the STFC's plans
are ambitious; proposals for a
ground breaking development in
computational science under the
working title 'The  Hartree Centre'
are underway.  This will be one of
two new 'technology gateway
centres' providing a new kind of
computational sciences institute for
the UK. It will bring together
academic, government and
industrial communities and focus
on multi-disciplinary, multi-scale
simulation with the goal of
providing a step-change in
modelling capabilities for strategic
themes in energy, life sciences, the
environment, materials and
fundamental physics. This will be
one of two such centres, the other
focusing on detector systems
technology.

In tandem with this, a rich seam of
ICT companies, reflecting the huge
digital sector in the North West
region, have Daresbury on their
agenda.  A large part of the
Campus' growth has been through
people and organisations being
brought together through
networking. The Daresbury SIC
Network is a managed, members-
only community of hi-tech SMEs,
support organisations and
specialist suppliers, with
membership doubling in the last 12
months.  Through this mechanism
as well as through on-campus
specialist business support,
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Putting Business At The Heart Of Science
Daresbury Science & Innovation Campus 

daresbury science & innovation campus



Daresbury SIC is creating
opportunities and synergies.  The
Daresbury SIC Business Breakfast
networking event is an example of
this. 

Where the numbers speak for
themselves

Networking events like this reflect
the benefits of the physical
proximity of expertise and high-end
facilities, enabling knowledge to
change hands between the STFC,
universities and businesses,
resulting in a melting pot of ideas
and collaborations.  The figures
bear this out: in 2007 tenant
companies (many of which are
start-ups) generated between them
over £10 million in sales, enjoyed a
near- zero failure rate and an
annual growth rate of over 30%. 
One example of this is start up
company Devigo. Devigo had
developed new document
digitalisation and software
management technology for
businesses handling large
numbers of sensitive documents.
One of their critical issues was to
establish a secure data back-up
facility that was located close to
their business and with high
connectivity links. CLiK helped
satisfy Devigo's requirements
within STFC's facilities at
Daresbury. Devigo now have their
data back-up facility located in a

secure, custom-built server room with a
data connection in place from the
Laboratory to the Innovation Centre.
Devigo's director, Keith Doughty,
commented "I have been very
impressed with the pro-active and
persistent approach of STFC.  They
have helped deliver a robust solution for
a critical infrastructure issue at Devigo.
The environment at Daresbury SIC is
the most supportive I have experienced
in any of my businesses. There is a can-
do attitude here."

Another company, edocr, was set up by
Manoj Ranaweera, a serial networker
within the digital start-up community, and
is among several businesses he has
launched since moving to Daresbury
SIC in 2006.  By collaborating with web
technology experts and fellow tenant
company IXIS, he has developed a
unique online document management
and knowledge exchange website.
Access to Daresbury SIC business
support has enabled Manoj to
investigate commercial options for the
venture.   But the breadth of ICT related
activity goes far beyond digitalisation of
documents; climate modelling, nuclear
decommissioning and market research
are just some of the other areas covered
by the ICT community at Daresbury SIC.  

A grand vision

Much of this activity is fuelled by the
Campus' highly targeted approach to
business support  through UK Trade & 

Investment funding to help companies
develop 

into the international market place and
research & development funding such
as that offered through the GRAND
(grants for research and development)
scheme administered by the Northwest
Regional Development Agency. 10
tenant organisations have been
awarded a total of £1M through this
scheme since the campus opened.
Among them is Structure Vision, which
was awarded £354k earlier this year.
This company is set to develop a digital
modelling tool for use in the nuclear
industry, which will contribute
significantly to the deployment of a
world-class nuclear clean-up
programme.   

The growth of tenant companies is
something Daresbury SIC Ltd has firmly
in its plans, with a recently signed
agreement for a new 'grow-on' building
near to the Innovation Centre. Of a
similar high-specification to the
Innovation Centre, the new building will
provide a space for growing Campus
companies as well as new companies
coming onto the Campus, reflecting the
flexibility of the site to grow and develop,
with potential also for major single
occupancy buildings.

The Science & Innovation Campus is
part of a hugely ambitious scheme to
develop a vast area spanning out from
Daresbury.  Negotiations are underway
to realise a plan that will see the current
30 hectares of the Science & Innovation
Campus play a role in a considerably
bigger scheme.  This will see the
Campus reach out towards the
Daresbury Business Park about a mile
away, and expand outwards to include
new residential and commercial property
developments. A major regeneration
initiative, with the aim of creating a
unique sustainable development based
on stakeholder collaboration, will put
Daresbury on the international map for
reasons every bit as ambitious as those
first scientific developments almost five
decades ago.  
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After managing the performance of over
20,000 Department of Defense (DoD)
infrastructure and applications
penetration tests, I have come to realize
the importance of technical testing and
providing information security
assurance.

Use of vulnerability scanners, tools, and
third-party security consultants allow you
to perform deep technical security
assessment, giving you the ability to
gain a much deeper understanding of
the threats, vulnerabilities and
exposures faced by your networks. The
purpose for conducting the tens of
thousands of penetration tests during my
20 plus years working in information
systems security was "to identify
technical vulnerabilities in the tested
system in order to correct the
vulnerability or mitigate any risk posed
by it." In my opinion, this is a clear,
concise, and perfectly wrong reason to
conduct penetration testing.

Poor System Management

Vulnerabilities and exposures in most
environments come about by poor
system management patches not
installed in a timely fashion, weak
password policy, poor access control,
etc. Therefore, the principal reason and
objective behind penetration testing
should be to identify and correct the

underlying systems management
process failures that produced the
vulnerability detected by the test. The
most common of these systems
management process failures exist in
the following areas:

- System software configuration
- Applications software configuration
- Software maintenance
- User management and administration

Unfortunately, many IT security
consultants provide detailed lists of
specific test findings and never attempt
the higher order analysis needed to
answer the question "why?" This failure
to identify and correct the underlying
management cause of the test findings
assures that, when the consultant
returns to test the client after six months,
a whole new set of findings will appear.

Penetration Testing

Several years ago, my company
conducted a series of penetration tests
for a very large international client. The
client was organized regionally; IT
security policy was issued centrally and
implemented regionally. We mapped the
technical results to the following
management categories:

OS configuration
Vulnerabilities due to improperly
configured operating system
software

Software Maintenance
Vulnerabilities due to failure to
apply patches to known
vulnerabilities

Password/Access Control
Failure to comply with password
policy and improper access control
settings

Malicious Software
Existence of malicious software
(Trojans, worms, etc.) or evidence
of use

Dangerous Services
Existence of vulnerable or easily
exploited services or processes

Application Configuration
Vulnerabilities due to improperly
configured applications

We then computed the average
number of security assessment
findings per 100 systems tested for
the total organization and produced
the chart shown in Figure P-1.
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Using Penetration Testing to Identify
Management Failures
Bob Ayers considers Network Security Assessment and how to safeguard against network attack
and penetration techniques 

Figure P-1. Average vulnerabilities by management category



We then conducted a comparison
of the performance of each region
against the corporate average. The
results were quite striking, as
shown in Figure P-2 (above the
average is bad, with more findings
than the corporate average).

Figure P-2 clearly shows
discernible and quantifiable
differences in the effectiveness of
the security management in each
of the regions. For example, the IT
manager in region 3 clearly was
not performing software
maintenance or password/access
controls management, and the IT
manager in region 1 failed to
remove unneeded services from
his systems.

Using containers like these to
graphically represent and show
deviance from group average is
paramount, as it allows you to
identify the underlying
management failures, and deal
with the true source of the
vulnerabilities and weaknesses.

It is important that you place

vulnerabilities and exposures into
categories and look at them in a new
light. You can present a report to a client
or your board of directors that fully
documents the low-level technical
issues at hand, but unless the
underlying high-level mismanagement
issues are tackled, network security
won't improve, and different incarnations
of the same vulnerabilities will be  found
later on. While you can perform
professional Internet based assess-
ments, it is vital that you always ask the
question "why are these vulnerabilities
present?"
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Details of some network security
books that are worth reading

- http://www.oreilly.com/catalog/  
9780596510305/ 

- http://nostarch.com/frameset.php? 
startat=hacking2

- http://www.amazon.com/No-Tech-
Hacking-Engineering- 
Dumpster/dp/1597492159

About Bob Ayers
Bob Ayers is currently the Director for Critical Infrastructure Defense with a major IT company based in the UK.
Previously, he worked for 29 years with the U.S. Department of Defense (DoD). His principal IT security assignments
were with the Defense Intelligence Agency (DIA) where he served as the Chief of the DoD Intelligence Information
System (DoDIIS). 

Figure P-2. Regional comparisons against the corporate average 
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While radio telephony existed during
Word War II perhaps the modern history
of the mobile phone began in December
1947. Two Bell Laboratories' engineers,
Douglas Ring and W. Rae Young
proposed the idea of hexagonal cells for
'mobile phones'. They did not have the
technology, and there was no allocation
of bandwidths to make them become a
reality. Cellular technology therefore
remained undeveloped until the 1960s,
when Richard Frenkiel and Joel Engel,
from the same company, began to
develop the electronics. 

Some of the first recognisable direct dial
mobile phones appeared in the 1950s.
The Hollywood actor, Humphrey Bogart,
playing Linus, made a call from the back
of a limousine in the 1954 film 'Sabrina'.
Ericsson commercially released the first
automatic mobile phones system in
Sweden two years later. The Mobile
Telephone System A was a truly heavy
brick, weighing around 40kg in weight,
but a B version (the MTB) significantly
reduced this weight to 9kg in 1965. It
used dual-tone multi-frequency
signalling (DTMF), earning itself 150
customers to begin with. This rose to
around 600 customers by the time the
factory closed in 1983. 

Back in 1967 each 'cell phone' had to
remain within a cell area, and relied
upon only one base station to operate
throughout the call. The trouble is that
this did not provide any continuity when
the system passed through several cell
areas, that is until another Bells Labs
engineer invented the 'call hand-off'
system. It improved the ability to hold a
conversation using a mobile phone
through a number of cell areas by
reducing the likelihood of losing a
connection. 

AT&T submitted a proposal four years
later to the Federal Communications
Commission (FCC) in the United States.
It took more than ten years of hearings
before the FCC approved the proposal
in 1982 for the Advanced Mobile Phone
Service (AMPS). For the first time
frequencies were allocated between the
824 MHz to 894 MHz bandwidths. This
was an analogue system, which was
replaced in 1990 with the arrival of a
digital version. 

However, the ARP network provided the
first public commercial mobile
telecommunications services in Finland
during 1971. Experts often refer to it as
0G or the zero generation of mobile

phones. It was
slightly more
advanced than
those the
p r e v i o u s
proprietary and
l i m i t e d
c o v e r a g e
networks. A
couple of years
later and
Motorola's Dr.
Martin Cooper
made a call
while walking
the streets of
New York to
Joel Engel,

using the DynaTAC prototype. Yet
it was Bell Laboratories who first
launched the first commercial
service in Chicago, in the United
States, in 1978 using AMPS.

The First Generation

Mobile phones, which are
sometimes referred to as cellular
phones after the technology used,
made a cumbersome appearance
during the 1980s. They were so
large that they came with their own
briefcase, and became commonly
known as 'bricks'. Before the
'transportable' versions, the
phones were designed for being
permanently fixed to a vehicle, and
this created the term 'car phone'.
These first generation (1G) phones
were far from being as portable as
today's models, and next to one of
the more modern handsets; they
would look rather odd, like an
elephant standing next to a mouse.
Nevertheless, the first commercial
handsets were made available to
the US market, and they
proliferated throughout the 1980s. 

Eventually, even in London, they
became de rigeur for most high
flying executives and especially for
those working in the financial
houses of the City. They worked by
using analogue cellular networks,
operated using base stations that
were located in close proximity to
each other. It fell to Motorola to
introduce the first portable mobile
phone. The first generation
included NMT, AMPS, TACS,
RMTL, C-Netz and Radiocom
2000. 

From Heavy Bricks to Enlightening
SmartPhones
Graham Jarvis looks at the evolution of mobile telecommunications 
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The Journey from 2G to 3G

The journey to the Third
Generation or 3G of mobile
telecommunications began with the
arrival of the first digital mobile
phone networks in the 1990s.
Standards such as GSM, IS-136
(TDMA), iDEN and IS-95 (CDMA)
emerged. Finland gained another
first by launching the first GSM
network. These standards'
frequencies were shared with the
first generation, and in Europe
there was some overlap, so this led
to the rapid closure of the 1G
networks to make more space for
2G. The 2G systems utilised digital
circuit switched transmission and
advanced, fast phone network
signalling. In contrast the US chose
to adopt the IS-54 standard,
working within the same
frequencies as AMPS, while
deplacing some of the analogue
channels.

Thankfully 2G ended the days of
the 'brick'; the new handsets were
comparatively tiny, with a weight of
100-200g and they could be hand-
held. The downsizing of the
handsets was thanks to
technological improvements such
as the development of more
advanced batteries and their
electronics were more energy-
efficient. This generation relied on
an increasing density of cellular
sites as a result of a higher uptake
in the usage of mobile phones.
The screens of the mobile
handsets were not in colour, and
their functionality was quite basic.
Not so long ago this began to
change with the arrival of 2.5G
handsets (which used GPRS and
CDMA 2000 1x standards). Many
of these 2.5G phones are still in
circulation today. 

These phones came with higher
quality colour screens and more
functionality, taking the mobile
further away from being just a
phone by including many
multimedia applications like digital 

cameras and higher quality ringtones,
Multimedia Messaging Service (which
has so far not replaced the more popular
Simple Messaging Service or SMS - this
began to become popular with the 2G
handsets) and WAP (Wireless
Application Protocol). WAP, which is
becoming increasingly known as the
mobile internet, was still very much
frowned upon for being very slow like a
56kbps modem would be for connecting
to the internet via a Personal Computer.
Even so the progress of mobile phones
in terms of their development is
constantly increasing and improving the
opportunities and scope for 'm-
business', 'm-banking', 'm-commerce',
etc. 

Third generation network licences began
to be sold around the year 2000. Mobiles
needed to go broadband; the connection
speeds to WAP, for example, were too
slow and expensive for anyone to want
to spend much time using it, if at all.
Unlike 2G, 3G has been standardised
under IMT-2000. The technology itself
was not standardised, but it established
a set of data rate requirements: 2 Mbps
indoors, and 384 kbps outdoors).
Unfortunately the vision of a common
standard broke down, which led to

several being introduced, but most use
CDMA2000 1xEVDO and UMTS. 

Although the uptake of 3G handsets by
consumers and businesses alike is
growing, its growth has not been quite
as fast as the network providers and
handset makers had predicted. On the
positive side it is now commonplace to
see people listening to downloaded
music on their mobiles, checking their
emails through a variety of mobile
devices, watching TV, movie clips,
surfing the mobile internet (WAP 2.0),
taking and sharing videos and photos of
friends. The processing power of the
handsets has had to increase as more
applications are installed on them. The
trouble is that their batteries often don't
last long enough, but this will change
over the course of time. The
opportunities are otherwise endless, but
will mobile phones eventually replace
laptop or desktop computers? I doubt it. 

The Mobile future

The key to more people adopting 3G is
the cost of the network connection. The
UK's industry watchdog, the Office of
Communications (Ofcom), according to 
a report in Computer Weekly by Anthony



Savvas, says that the way in which the
UK mobile sector is regulated is due for
an overhaul in 2008. Ofcom will
intervene to reduce customer call
charges, which have remained
comparatively very high next to
traditional landline calls. "The
assessment will consider a broad range
of issues", said Ofcom in the article while
adding that it would include the
"implication of continuing convergence,
the aims of regulation, identifying the
scope for deregulation, innovation and
competition in the mobile market, and
the implications."

Ofcom has also set a September 2009
deadline for quicker 'mobile switching'. It
wants mobile phone users to be able to
re-use their existing mobile numbers
within two hours after they have
transferred it from one network to
another. Customers have had to wait up
to five days to date. Although the
industry welcomes this initiative,
analysts are not sure why customers
have to wait until 2009; the mobile
networks have had the ability to port
numbers for around 10 years. It is,
nevertheless, considered to be a step in
the right direction.

The Networks and Manufacturers

Asda, the supermarket chain, is
launching its own mobile phone network.
It aims to provide a rival service to the
one that Tesco has been offering for the
last three years. Tesco's service has,
according to the Daily Telegraph,
attracted 1m customers. Asda's service
will use the Vodafone network, one of
the largest and best known in the UK, it
takes an existing relationship a step
further, considering that Vodafone
handsets are already sold in most Asda
stores. The project is described as a
gamble, because other companies have
set up "virtual networks with varying
degrees of success", says the article.
EasyMobile, for example closed after 2
years even though it had attracted more
than 80,000 customers. 

The following is a summary of some of 
the events that are going to have an
impact on the mobile phone industry:

- T-Mobile and 3 are polling their mobile
phone networks. They want to bring
wireless broadband to 98% of the UK
population, while saving £2bn by
rationalising 5,000 phone masts. The
deal has raised some speculation of a
merger, which is denied by the two
network operators. Both companies will
be investing in the new HSDPA
technology, which provides faster
access. 

- The Guardian reports that Orange has
seen a surge in picture messaging and
music downloads. Over the last six
months 37% more MMS messages have
been sent. The growth emanates from
the fact there are better cameras on the
newer handsets, and there are now
simpler ways of sending the messages.
More than 7 million are sent each month.

- Google is expected to get into the
mobile market with the G-Phone
with plans to compete against
Apple's iPhone. The company,
better known for its search engine,
recently unveiled a new operating
system called Android. It is
designed to make it easier for
others, not Google itself, to make
fancy handsets. A number of
Android-based handsets are to hit
the market over the forthcoming
months of 2008. In the US the
company also hopes to win the bid
for the C-Block, the most desirable

wireless spectrum of 700
Megahertz. Although this is not
Google's core business, the
company is likely to team up with
Frontline Wireless, a cash and
expertise-rich start-up.

Microsoft will launch  its own
mobile phone, the mPhone.
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Handset and computer
manufacturers like Apple will have
to embrace more openness, with
less reliance on closed proprietary
technology. Apple was forced to
open up its iPhones in Germany
after it lost a court case. Disruptive
Wireless says that 50% of all the
handsets sold globally are sold
through operator channels. The US
is particularly waking up to the idea
of 'non-operator unlocked vanilla'
handsets.

- The European Commission is
cracking down on data roaming
prices, which can often cost more
than 10 euros per megabyte. 

- The network operators will realise
that there is no point in blocking
Voice over Internet Protocol (VOIP)
calls. The number of VOIP calls
from mobile handsets will therefore
increase.

- WIMAX, the wireless broadband
successor to Wi-FI, failed to meet
expectations in 2007. T h e
question is: will it fair better in
2008, especially in the US? Not
many analysts think so. Clearwire
will need to offload some of the
risks, perhaps by seeking an
external investor.

Smarter Phones

As more and more people buy
SmartPhones, use them to edit
Microsoft Office documents, send
and receive emails and have
access to mobile broadband via
their handsets there will be an
increasing need to look at how to
secure the devices. Beyond that,
as these activities are no longer a
BlackBerry only domain, they will
become increasingly mainstream.
Perhaps people will forget that
mobile phones were originally
made for making calls? 

The mobile handset manufacturers
are make SmartPhones both
smarter and more powerful with
increased processing power. They  

will increase their levels of functionality,
including full web browsers, and they will
operate over faster networks. Palm,
RIM, Motorola, and others want to make
more intelligent mainstream mobile
phones. PC Magazine predicts that
SmartPhones will represent 15% of the
1.2 billion handsets sold worldwide by
the end of the year - an increase of 7%
on today's figures. By 2009 this should
rise to 25% of total mobile phone sales. 

Some consider Apple's iPhone to have
been one of the must-have devices of
2007, because of its ability to react to
sophisticated fingers gestures. As time
goes on the iPhone is going to make
touch-screen mobile technology more
popular, and other handset
manufacturers like market-leading Nokia
are going to follow suit. The multi-touch
screen will become a core part of all
gadgets. Both Google and Microsoft are
investing in touch-screen research too. 

The idea of having the internet in your
pocket, the iPhone's better look and feel,
and the prospect that it going to have
more of an open user interface, is going
to revolutionise the mobile market - even
the ideas aren't exactly new. It has been
criticised though for not having 3G
support. Nevertheless analysts
anticipate, as a result of its launch and
technology, to have a significant impact
on business models and the
ecosystem's dynamics. Android,
although some believe it won't make a
big impact on the market, will let
programmers make extensive use of a
touch-screen interface. Google is
planning to make mobiles one of the key
battlegrounds, only one of which will be
mobile advertising.

The mobile phone's history is perhaps
longer than we think it is, but its
development of the last decade has
been relatively fast, often paralleled by
progress made in other parts of the IT
industry. Most of us have one on our
person today, or near us, and so beyond
the technological marvels of being able
to do many of things you can do on a PC
on a mobile device, and the  network
infrastructure that has made it possible,
it represents one of the best 

opportunities for companies to market
their products. Clearly the future is
mobile; they will become ever more
pervasive, and an even more essential
part of our lives. Love them or hate them
they are a technological marvel.

39



Hélène Maurice

For breathtaking views, a relaxing
holiday and wonderful, rewarding walks
why not aim for the Lake District in
Northwest England, more especially the
village of Grasmere on the lake of the
same name?

Planning our escape to the country at
the last minute at the start of the school
holidays in April, we were lucky enough
to find a cottage on the hilltop just
outside Grasmere with a view of the
lake. It was a cosy, friendly place where
we spent many hours in a reverie
admiring the scenery.

Day 1

The owners of the cottage had
assembled a number of leaflets and
maps for walking that we studied to get
familiar with the area before setting off.
With no obvious plan in mind, we first
walked the ¾ miles down to Grasmere. It
is a small village with holiday lets,
hotels-restaurants, tea rooms and a few
shops: Nothing spectacular but it has
kept some of its charm partly thanks to
the old church situated in the centre.
Strolling in the daffodil garden at the
back of the church we noticed in the
graveyard the tomb of the poet William
Wordsworth (1770-1850) and his wife,
Mary. It enticed us to discover more
about him and his life in the Lake
District. Wordsworth wrote the famous
poem, I Wandered Lonely as a Cloud
also known as The Daffodils.

Back to the main road, outside the
village, stands the Wordsworth museum:
Well worth a visit. The museum is very
well planned on two levels. Not being
English, I was not familiar with this poet
but after an hour and a half wandering
through the rooms, I was captivated,
impatient to know more about him and
friends such as Samuel Taylor
Coleridge. Adjacent to the museum,
open to the public is Dove Cottage, the

home of him an his sister Dorothy from
1799 to 1808. It was a pub that he
converted in a home, hence the small
dark rooms especially at ground level.

After an engrossing half day, we had a
quick mid-afternoon tea in Grasmere
before heading for the imposing fell
behind our cottage. A path alongside the
lake took us to the foot of it.  We did not
climb very high but were so taken back
by the views that we decided to go back
the next day.

Day 2

Loughrigg Fell is 1101 feet and there
was a sharp ascent but at each pause
we just had to turn round to stare at the
valley, shaken by the beauty of the
landscape. We finally met more people
and realised we were near the summit
where we had an outstanding view of
Lake Windermere and the lakes and
fells around it. 

From there we took a stroll down to
Ambleside, about 5 miles away by road,
with an ever changing countryside, as I
wanted to get more information at the
tourist office. Unfortunately we
discovered it was closed that day!

Ambleside is not a particularly
pretty town but we came across an
organic café 'The Rattle Gill' in a
back street, facing a water mill
wheel just opposite a pub-café full
with tourists. I recommend it if you
happen to be passing - excellent
tasty sandwiches and value for
money. Then still on foot we
headed back. We were exhausted
but it was such a gratifying day.

Day 3

We woke up to a grey, rainy day but
when you are on holiday does it
matter? Our excursion was to
Easedale Tarn Pass. First we had
to go through Grasmere, then aim
north of the village. After a quite
easy walk, we noticed in the
distance some waterfalls.
Fortunately the path wandered
towards them. Then suddenly the
trail came to a plateau and opened
up onto a large tarn surrounded by
abrupt hills. The weather, although
overcast, had brightened up and
we were welcomed by a
spectacular, awe-inspiring picture
bathed by sunrays and changing
hues of colours. 
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With no map of the fells, we did not
go further but just walked around
the tarn and had our picnic on a
rock. To go back we took the path
on the other side of the waterfalls
and discovered by pure chance a
hotel lost in the countryside,
serving afternoon tea. We sat
outside, wrapped in our jackets,
facing the fell: such a perfect end of
the day.

Day 4

In need of some rest, we called at
Wordsworth's final house, Rydal
Mount, situated between Grasmere
and Ambleside off the A591, a
more grandiose house, where the
poet settled with his family and
sister in 1813. Next to the property
a garden, full of daffodils at the
time of our visit, is dedicated to his
daughter Dora. 

We had noticed that a path ran
alongside the back of the house, so
off we went as it was such a
glorious day. We ended up on an
steep, sinuous path en route to
Alcock Tarn. Near the top we nearly
gave up thinking we were lost.
Fortunately, we persisted and I
found my favourite spot of the
week: a small tarn, overlooking
Lake Windermere on a peaceful,
deserted, barren plateau. We only
came across one other couple,
who like us thought they were lost.

They were delighted to hear the good
news that the top was near as the young
lady seemed exhausted. 

At first we were perplexed by her
exhaustion but on our way down we
clearly saw why. This other side of the
climb was an abrupt path with long deep
drops. So if you ever choose to go up
there do not start the climb behind the
Swan Inn!

For the evening we had booked a
restaurant in Grasmere: not necessary!
Only one other table apart from ours was
occupied the entire evening. If you are
looking for refined food, do not come to
Grasmere but the service was friendly.

Day 5

To conclude our stay, we drove to
Keswick, situated in the heart of the
Northern lakes. We had been there a
few years before and our aim was to
walk round Lake Derwentwater, 3 miles
long, but about 8 miles round. Although
flat all the way with very beautiful spots,
I thought I would not make it. I supposed
the previous day's walk plus this one
were too much. But I can proudly say I
did it!

The next day, warm and sunny, we drove
away, heavy hearted. We had such a
wonderful time and weather using the
car only once and with a minimal
number of tourists at that time of year. 

We are longing to go back and explore
more of the area around Grasmere.
Each day has its own magic.
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restaurant review

Hélène Maurice

If you are after a romantic evening or
simply an atmospheric soirée, The
Belvedere situated in Holland Park could
be the restaurant for you. Arrive a little
early (the car park is free from 6.30pm)
and have a gentle stroll in the peaceful
Kyoto Garden before aiming for the
restaurant, wandering through the
gardens where you will be delighted by
the setting and display of colours.

Food and Wines

There is a varied wine list from France
and other countries. We picked a decent
half-bottle of Bordeaux Supérieur,
Château Senailhac at a reasonable
price. The waiter had to open two bottles
as a deposit materialised with the first
drop. He claimed "sugar crystals!" The
wine tasted fine but the excuse quite
surprised us.

We both chose a starter and a main
course of substantial quantity. The
selection of desserts, I thought, was a
little too restrained - mainly mousse and
ice-cream based, nothing special  and
therefore we decided against having
one. 

Our opinions differed on the quality of
the food. My partner (who had avocado
prawn cocktail and breast of duck with
mange-tout and potatoes) thought it was
good value for money and good quality.
However, my rillettes of pork had a bland

taste and although I enjoyed my organic
salmon with endive and potatoes, again
I did not think the food had a distinctive
taste or the wow factor. The presentation
was modern and attractive.

At the end of the evening we decided to
sit in the bar area situated on the ground
floor next to the dining room, with
decaffeinated cappuccini. At £3.50 each
it is surprising that a small chocolate or
token does not accompany it. When my
partner asked for some he was told that
only peanuts were available!

Service

Discreet and friendly. The waiters move
around the room calmly and smoothly.

Atmosphere

The ambiance in the restaurant is
subdued. As the evening progresses,
the lights are slowly dimmed to create
more intimacy. Although the tables seem
quite close to each other, you are not
aware of the other diners and your
conversation stays private as on the

night we went, a Friday, a live
pianist charms you with gentle and
well known melodies. The
restaurant has a downstairs and a
mezzanine and both create a
comfortable atmosphere.

Verdict

We had a lovely evening and will
definitely go back, in my case more
for the setting and the ambiance
than the food. I think for a
restaurant of that calibre some
improvement could be made to the
menu. 

The Belvedere in Holland Park
Restaurant Review

Rating : 3 stars out of 5
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How I Live Now
by Meg Rosof (211pp, Penguin, £6.99)

Review by : Hélène Maurice

The narrator is Daisy, a precocious 15
year-old American visiting her English
cousins for the first time. She is an
unhappy teenager in need of love, on
the verge of anorexia due to her tense
relationship with her father and her
resentment for his new wife and child.
From the start the atmosphere is slightly
surreal. The English family home
conveys a sort of idealism, an enclave of
paradise. But their world and the one
around us are brutally smashed. A war,
never really defined and full of horrors,
breaks out while the aunt, the only
responsible adult, is called away leaving
the five children by themselves. The next
part of the book relates their journey to

survive and to reunite their split group.
This disturbing, uneasy narrative is full

of hope, endurance and tenacity. It
also shows the growing love
between Elisabeth and her cousin
Edmond whose relaxed and
enigmatic personality is destroyed
by his experiences during the war.
Once you have opened the first
page you can't let go, your mind is
caught. 

Book Reviews

Envisioning an
Empowered Nation
by APJ Abdul Kalam (255pp Tata Mcgraw-Hill)

Review by Dr Muhammad Farmer

Envisioning an Empowered Nation is
a goal-driven vision that can enable
people of all cultures and businesses

to unite in common goals. Dr Kalam, a
saint of knowledge and wisdom
unleashes the experience of his life,
career and presidency of India. His
vision for 2020 of India becoming a
developed nation is seen as a mission
that can be achieved through
cohesion between people, business
and government.   

The book opens with encouragement
to create the buildings block of a new
society by developing the youth and
the student community of India: "We
must get rid of the inferiority complex
and defeat the defeatist spirit that
plagues us. We must celebrate our
successes and encourage the
talented to work for missions which
will bring glory to India." 

The noble thoughts of young minds
will build his vision of a developed
India. His belief is that the aspirations
of the young will ignite the country,
transforming it by pioneering
technology and science. He
emphasizes that  "The nation's

strengths predominantly reside in its
natural and human resources." 

The book is clearly laid out and
argued with every chapter beginning
with a vision and concluding with a
goal. A passion for learning
permeates this book; "learning gives
creativity, Creativity leads to thinking,
Thinking provides knowledge,
Knowledge makes you great."

Dr Kalam explains in detail the
approach government and
businesses can take to empower the
nation. He discusses the challenge of
technology, the prime mover for a
developed nation, the dimensions of
technology, value addition in
agriculture, manufacturing in the
knowledge era, the healthcare
revolution, advances in strategic
sectors, integrated knowledge
economy and completing the vision
and mission. It is a book that will
provide the youth of today with the
inspiration to serve their nation and
increase self respect.
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In the Company of
the Courtesan
by Sarah Dunant (400pp, Virago, £6.99)

Review by Hélène Maurice

The story takes place in Italy of the
16th century, first in Rome with the
sack of the city in 1527 then in
Venice where the heroine,
Fiammetta Bianchini, a beautiful,
bright and business-like courtesan
has fled. We follow her eventful
journey through the eyes of her
servant and Bucino, the dwarf. The
book is captivating. It immerses the
reader in a smelly, claustrophobic
but secretive and fascinating
Venice. Each scene imprints itself
vividly in your mind.

The writer, a television and radio
arts journalist, describes how the
relationship between the courtesan
and her servant becomes one of
trust and mutual support and brings
in an intriguing third character, La
Draga a healing woman with a
twist. As the last page is turned you
feel the urge to discover or
rediscover Venice and to retrace
the steps of the characters:
enticing.

A Conversation on the
Quai Voltaire
by Lee Langley (369pp, Vintage, £7.99)

Review by  Hélène Maurice

This is a fascinating story which will grip
anyone with a liking for novelised history.
A young woman, Zenobia goes to visit
the dying old Baron Vivant Denon, in his
house on the Quai Voltaire, Paris. The
main character, a noble, Dominique-
Vivant De Non, has escaped the
guillotine and renamed himself Vivant
Denon. First noticed as a young man by
Louis XV, he became a diplomat in the
main courts of Europe. In Venice, he met
his great love Isabella, an Italian
Contessa with whom a long platonic
relationship will start. Also a writer and
artist, he was part of Napoleon's Egypt
campaign and responsible for the
Louvres as we know it today. 

Apart from Denon who actually existed
(1747-1825) and whose name can still
be seen carved in the façade of the
Louvres, the author brings to life two

peripheral characters: Baptiste his
faithful valet who has his own hopes and
makes a huge sacrifice and Zenobia,
whose presence is mysterious and
upsetting.

Nothing to be
Frightened of 
by Julian Barnes (250pp, Jonathan Cape,
£16)
Review by Peter Robinson
Aged 62, Julian Barnes takes a break
from writing the witty, urbane novels for
which he is best known in order to
confront his fear of death. It is
something we are often told is "nothing
to be frightened of" but sometimes at
night Barnes wakes up screaming at
the thought of it. With no religion to help
contextualise it, death remains one
area Barnes is unable to rationalise
and he considers how some of the
great works of literature have
approached it. He also turns to his
older brother, an academic philosopher
and quite a character, with an annoying
penchant for using his philosophy to
calmly rationalise such difficulties as
death. Barnes starts with a description
of the death of his mother and
considers how her atheism affected
him. His own conclusions about death
are often as urbane and witty as you

would expect. But he is offering a major
service in this book. Death has often
been swept under the carpet along with
religion by liberal thinkers and it is good
to see one of its most visible members
considering it at a visceral and
metaphysical level. 



Professor, Doctor of Science
Gennady Statyukha,
Head of the Department Cybernetics of
ChTP, National Technical University of
Ukraine 
Kiev Polytechnic Institute

Our main goal is to support and
implement more sustainable, efficient
and cleaner production and
technologies. Two of the directions
developed by our research group are
optimal industrial water networks and
sustainable development. A combination
of these scientific branches will create
sustainable and cost-efficient decisions
for industrial companies. 

Energy and resource saving is an
important issue in many countries.
Though water is one of the prevalent
natural resources, the requirement for it
has greatly increased through fast
development of world industries. This
gives rise to application of process
integration methodologies aimed at
water consumption reduction in existing

process systems. As both water
preparation and treatment systems
operation costs can be
considerably decreased by
optimization of industrial water
usage and treatment networks, it
stands to reason that "water usage
- wastewater treatment" system
needs to be analyzed as a whole.

Application of efficient water
consumption and wastewater
treatment systems is a key tool for
reducing costs in freshwater and
treatment stations. Wastewater
reclamation charges and penalties
for non-standard effluent discharge
contribute largely to total costs of
plants. The segregation or
combination of separate water and
wastewater streams in
consumption and treatment
networks is a crucial means to
reach this aim. The investment and
operating costs depend largely on
a proper choice of systems
structure and parameters.

The software package, optIWaN
was developed to provide the
automated design of water
networks for a wide range of
industrial plants. It consists of two
sub-systems: (1) Water
Consumption, (2) Water Treatment
for networks synthesis and
retrofitting. Both sub-systems of
optIWaN are based on up-to-date
methods in water and wastewater
minimization, water regeneration
and re-use. These methods
are water pinch-analysis,
wastewater degradation, 

Research Papers

Contents
Optimal Water Networks in Process
Industry

Spam Filtering Using Compression

Nuclear Track Technology

Role of Nano-Technology in Vascular
Imaging and Treatment of
Atherosclerosis

Optimal Water Networks in
Process Industry
The Way to Sustainable Industrial Systems and
Cost Reduction



superstructure optimization
including modern methods of linear
and non-linear programming and
mathematical modelling of
technological processes.

optIWaN facilitates:

1. Automated design of water
consumption and wastewater
treatment networks involving 
2. Freshwater consumption
minimization.
3. Water regeneration and re-use
opportunities identification. 
4. Wastewater treatment network
optimization by streams
redistribution.

Flow rates and contaminants
constraints are taken into account
as well as operating and piping
costs. Mathematical models of
technological processes are
applied for both water consumption
networks and wastewater
treatment networks. It considers
material losses and gains in
particular processes and changes
of total flow rate in networks.

The industrial water usage system
optimization can be performed by
wastewater re-use, by re-allocation
of water streams and by recycling
without process changes. The
water pinch methodology results 

are used to reduce the number of water
re-allocation opportunities and network
optimization routine simplification.

We propose to design distributed
wastewater treatment networks by a
hybrid approach with mathematical
models of treatment processes. The
models account for wastewater flow
rates and contaminant concentration on
removal ratio. The application of
mathematical models of treatment
processes takes into consideration
specific features of treatment methods.
Changes in wastewater treatment flow
rate can result in shift of settling
conditions or violation of boundary rates
of filtration. In addition, the
application of mathematical models can
offer recommendations on adjustment of
process parameters that need no major
constructional modifications of treatment
units, e.g. treatment cycle time. The
models of treatment processes require
data for the treatment flow rate,
contaminant concentration and
properties, apparatus and process
parameters of the particular treatment
unit.

The investigations have shown that
reduction of water usage and effluent
production of up to 60% can be
achieved. Also a treatment flow rate
decrease of 20-40% can be obtained for
different treatment processes over
existing wastewater treatment systems. 

From case studies and our past
experience, we can state that optIWaN
is a useful tool for designing and
retrofitting water usage and wastewater
treatment facilities.
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ABSTRACT

One of the most irrelevant side effects of
e-commerce technology is the
development of spamming as an e-
marketing technique. Spam emails (or
unsolicited commercial emails) induce a
burden for everybody having an
electronic mailbox: detecting and
filtering spam is then a challenging task
and a lot of approaches have been
developed to identify spam before it is
posted in the end user mailbox. In this
paper, we focus on a relatively new
approach whose foundations rely on the
works of A. Kolmogorov. The main idea
is to give a formal meaning to the notion
of "information content" and to provide a
measure of this content. Using such a
quantitative approach, it becomes

possible to define a distance which is a
major tool for classification purpose. To
validate our approach, we proceed in
two steps: first we use the classical
compression distance over a mix of
spam and legitimate emails to check out
if they can be properly clustered without
any supervision. We highlight a kind of
underlying structure for the spam emails.
In a second step, we implement a k-
nearest neighbors algorithm providing
85% accuracy rate. Coupled with other
anti-spam techniques, compression-
based methods could offer  a great help
in the spam filtering challenge.

KEYWORDS

Spam, Kolmogorov complexity,
compression, clustering, k-nearest
neighbours.

1. INTRODUCTION
Information security is one of the main
conditions to insure a safe electronic
marketplace. This is achieved through
the use of multiple techniques to prevent
unauthorized use. Encryption,
authentication/password protection, and
login policies all provide some level of
security. It is well known that, when
accessing certain web sites, we become
obvious target for spammers. A spam is
just a (commercial) unsolicited email and
can be considered as dangerous as
soon as we reply to it. If we do not reply,
it is only a kind of rubbish mail polluting
your mailbox and we need to spend
some time to select between relevant
emails and spams. Simple calculations
show that, with the increasing number of
spam received every day, the cost for
business in terms of time and money is
not negligible: simply because when you
are filtering your mailbox, you do not
perform the task you are supposed to
do. That is why there is a real need for
automatic filters. But detecting and
filtering spam is a quite difficult
challenge due to the dynamic nature of
junk e-mail. A truly effective spam filter
must block the maximum unwanted e-
mail, with the minimum number of false

positives (messages, wrongly
identified as spam). Of course, this
is further complicated by the fact
that individual users have different
views on what they consider to be
a spam: spam is definitely a
personal subject. The most basic
methods are quite similar (see
[Graham 2002] for a survey) in
terms of philosophy: checking
content for textual analysis, black
lists (which list has to be regularly
updated) of hosts and domains,
content analysis, etc. For instance,
one compares the sender domain
with a black list of domain names
known as issuing spam emails.
This simple version can be
improved by adding an analysis of
the body of the email and looking
for specific keywords (dictionary
approach). The user can define his
personal dictionary and tune the
system for his personal use. From
a network infrastructure viewpoint,
the system classifying the incoming
emails can be:

- on the server side
(spamassassin, MailScanner).
Emails are then tagged when they
arrive on the server without taking
into account individual user profile.

- on the client side and in that case,
the filtering system is generally
included as a plug-in within the
mail client (Outlook Express,
Thunderbird, Eudora, etc…). 

Whatever the chosen architecture,
the problem of filtering the spam
emails still remains a classification
problem and methods issued from
the machine learning field are quite
effective. From this viewpoint, the
main philosophy is to train a
learner on a sample set of mails
(the witness set) clearly identified
as junk or not junk and then to use
the output of the system as a
classifier for the next incoming
emails. One of the most 
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sophisticated approaches to deal
with spam email is the so-called
Bayesian technique. This approach
is based on the probabilistic notion
of Bayesian network (see
[Pearl2003] for an in-depth
definition) and is considered as one
of the most efficient techniques,
providing few false positives. It
seems that the future of anti-
spamming systems relies on a mix
between traditional practices (black
lists, dictionaries, etc…) and
techniques issued from the field of
machine learning.

When it comes to classification, the
mathematical concept of distance
is always very helpful. From a
heuristic viewpoint, if 2 objects are
close from each other with regard
to a suitable distance, they should
be similar in some sense. Roughly
speaking, if a mail m is close to a
junk mail, then m is likely to be a
junk mail as well. That is why there
are a lot of attempts to define a
distance suitable to a particular
situation. In our case, these
distances generally take into
account parameters such as the
domain of the sender, the
occurrence of specific words, etc…
An email is then represented as a
point in a vector space and using a
proper distance and the previous
heuristic, we can identify spam
emails.  Despite the fact that the
origin of an email can obviously
give some hints about its status, we
basically think that a spam email is
defined by its content: then, in our
approach, we decide to focus on
the body of an email. An email is
classified as spam because the
informative content of its body is
the informative content (or close to)
of a spam email. So we are
interested in a distance between 2
emails insuring that, if they are
close, we know that they have a
similar informative content. It
remains to give a formal meaning
to the concept of "informative
content". This is not a new problem
and Kolmogorov (or Kolmogorov-
Chaitin) (see [Kolmogorov1965]) 

complexity is a strong candidate for this
purpose.  The main idea behind
Kolmogorov works is to consider the
informative content of a string s as the
measure of the size of the ultimate
compression of s, K(s). Surprisingly,
complexity plays a critical role in security
and can be broadly applied as the basis
for security analysis and design. For
instance, in the field of network security
[Kulkarni2001, Bush2002], the
advantage of using complexity as a
fundamental parameter to monitor
system health and achieve information
safety lies in its objectivity. Any given
string (or file) has a Kolmogorov
complexity without regard to the details
of the system on which it is running. The
operating system, protocol being used,
and meaning or type of the data
represented by a particular string, while
related to string complexity, need not be
known in order to measure complexity.
Tools based upon this paradigm do not
require detailed a priori information
about known attacks, but rather compute
vulnerability based upon an inherent,
underlying property of information itself,
namely its Kolmogorov complexity. In
this paper, we investigate the use of
Kolmogorov complexity as a tool to
classify junk mails without any analysis
of the content and without any analysis
of the header. The remainder of this
document is structured as follows: in
section 2, we give a flavor of the
Kolmogorov theory and its meaning. In
section 3, we describe the main idea
behind practical applications of
Kolmogorov which is the definition of a
suitable information distance. Since K(s)
is an ideal number, section 4 explains
how to estimate K and the relationship
with compression techniques. In
sections 5, 6 and 7, we first experiment
the compression distance to cluster a
mixture of spam and legitimate emails:
this shows that there is a common
underlying structure in spam emails,
then we describe our implementation,
our experiments and results. We discuss
our approach as well. Finally, we
conclude in section 8. 

2. KOLMOGOROV COMPLEXITY

Starting from the fact that all the
information we deal with in a computer is
digitalized, it is relevant to consider
every object as a finite string of 0 and 1.
Kolmogorov complexity K(x) is a
measure of the descriptive complexity
contained in an object or string x. It
refers to the minimum length of a
program such that a universal computer
can generate a specific string x. A good
introduction to Kolmogorov Complexity
can be found in [Bennett1998] with a
solid treatment in [Ming1997].
Kolmogorov complexity differs from
Shannon entropy in that it relates to the
specific string being considered rather
than the source distribution. Kolmogorov
complexity can be roughly described as
follows, where T represents a universal
computer (Turing machine), p
represents a program, and x represents
a string:

K(x) is the size |p| of the smallest
program p such that T(p) = x

We can thus consider p as the essence
of x: there is no shorter program than p
to output x and we can view p as the
most compressed form of x. The size of
p, K(x), can thus be considered as the
ultimate amount of information
contained in x. Having said that, K(x)
becomes the lower bound limit of all the
possible compressions of x: Kolmogorov
complexity of a string x should be
considered as the ultimate compression
size of the string x. Since all data can be
coded as a binary string, we can say that
all data has a Kolmogorov complexity
which is the complexity of its digital
representation. Random strings have
rather high Kolmogorov complexity on
the order of their length, as patterns
cannot be discerned to reduce the size
of a program generating such a string.
On the other hand, strings with a large
amount of structure have fairly low
complexity. Universal computers can be
equated through programs of constant
length, thus a mapping can be made
between universal computers of different
types: the Kolmogorov complexity of a
given string on two computers differs by
known or determinable constants. In
some sense, this complexity is a kind of
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universal characteristic attached to a
given data. For a given data x, K(x) is a
strange number which cannot be
computed just because it is an ideal
lower limit related to an ideal machine
(Universal Turing machine or calculator).
And this is a major difficulty which can
be overcome since the length of any
program producing x is an upper bound
of K(x). We will develop this fact in
section 4. But now, we have to
understand how we can build a suitable
distance starting from K: this is the aim
of the next section.

3. INFORMATION DISTANCE

As previously explained, from a data
mining or knowledge discovery
viewpoint, mathematical distances are
powerful tools to classify new data. In
our case, given an incoming email s, we
want to compute the distance between s
and another email s', previously
classified (as junk or not junk): if this
distance is small enough, we could
decide that s belongs to the same class
and transmit this information to the end
user.

Starting from Kolmogorov complexity, it
is relatively easy to define a distance
called "Information Distance" or
"Bennett's distance" (see [Bennett1998]
for a complete study). The informal idea
is as follows: given a and b, two strings
or files, we can put 

K(a) = K(a-b) + K(a ? b) and K(b) = K(b-
a) + K(a ? b).

The first equation simply says that the
complexity of a (the information content)
is the sum of the proper information
content of a, denoted a-b and the
common content with b denoted a ? b.
Now, we concatenate a with b and we
get a new file denoted a.b. If we
compute K(a.b), we get K(a-b) + K(b-a)
+ K(a ? b) since there is no redundancy
with Kolmogorov compression. So the
number m(a,b) = K(a) + K(b) - K(a.b) is
just a measure of the common
information content to a and b: this is a
very approximate reasoning leading to
two very formal notions:

d(a,b) = m(a,b) - min(K(a), K(b))
and

dN(a,b) = (m(a,b) - min(K(a),
K(b)))/max(K(a),K(b)) = 1 - m(a,b) / max

(K(a), K(b))

Both of them are distances but dN is
normalized and takes into account the
relative size of a and b. Let us
understand the very meaning of dN. If
a=b, then K(a) = K(b) and m(a,b) = K(a)
thus dN (a, b) = 0. On the opposite side,
if a and b do not have any common
information, a ? b is empty and K(a.b) =
K(a) + K(b) thus m(a,b) = 0 and then dN
(a, b) = 1. Formally speaking, dN is a
(semi) distance over the set of finite
strings: d is called the normalized
information distance or the Bennett
distance. If dN (a,b) is very small, it
means a and b are very similar, if dN
(a,b) is close to 1, it means a and b have
very few information in common. Let us
examine in the next section how we can
use K in the real life!

4. COMPLEXITY ESTIMATION

Now that we have a formal tool, it
remains to see how it can be practically
used for real business purpose. As
discussed above, exact measurement of
Kolmogorov complexity is not
achievable, but if we remember that K(x)
is the lower limit of all the compressions
of x, we understand that every
compression C(x) of x gives an
estimation of K(x). Back to the
theoretical framework, a decompression
algorithm is considered as our universal
Turing machine T such that T(C(x)) = x.
It is now clear that we are looking for
lossless compression algorithms and
fortunately, we have a variety of such
algorithms coming from the
"compression" community. It is out of the
scope of this paper to investigate that
field and we just give a quick overview of
some classical compression tools
available on the market. On one side, we
have the formal algorithms: Lempel-Ziv-
Welch, Huffman, Burrows-Wheeler. All of
them are lossless compression
techniques which is exactly what we
need. On the other side, we have the
real implementations adding some
clever manipulations to the previous
algorithms:

- Unix compress utility based on LZ

- zip and gzip which are a
combination of LZ and Huffman
encoding (for instance, Adobe
Reader contains an
implementation of LZW)

- bzip2 which first uses Burrows-
Wheeler transform then a Huffman
coding.

In term of compression ratio,
generally we have the following
inequality (where LZMA(x) is a
variant of LZ): 0< K(x) <|LZMA(x)| <
|bzip2(x)| < |gzip(x)|. Instead of
dealing with the ideal number K(x),
we will deal with the size of the
compressed file. The better the
algorithm compresses the data x,
the better the estimation of K(x).
When replacing K(x) by |C(x)|
where C is one of the previous
compressor, it becomes quite clear
that the previous information
distance is not any more a true
mathematical distance but remains
sufficient for our purpose. Today,
LZ-based algorithms are
considered among the most
efficient ones for text compression
and as a consequence, they are
the suitable tools for our
implementation. 

5. COMPRESSION FOR
CLUSTERING

Before to go on with our idea, we
need to have at least a flavor of the
power of the compression distance
to discriminate between legitimate
and spam emails, without any
supervision. To do that, we use the
technique of [Cilibrasi2005] that we
briefly recall here in the context of
spam filtering:

i) we start from a mix of 50 spam
and legitimate mails. 

ii) for each couple of mails (m, m'),
we compute the distance d(m, m'):
we get a symmetric matrix. 

iii) we provide a 2 dimensional
graphic representation of the 50 
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emails as a binary tree respecting
the relative distance between the
emails. Since this is not possible in
a 2 dimensional view, the
generated tree T is associated to a
confidence level S(T) between 0
and 1, describing how well the tree
represents the original data. There
is no real difficulty here since we
use the works and tools of
[Cilibrasi2005] to handle our data.
It is well known that clustering
using quartet tree heuristic is not
tractable. It took around 20 hours
(on a standard laptop) to get the
tree T below where our test set
contains 50 emails and S(T)=
0.917 which is quite acceptable. To
provide a 2 dimensional view, we
used Graphviz freely available on
http://www.graphviz.org/ (mainly
developed within AT&T lab.). The
tree we got is below where we
have darkened the spam emails.

We can clearly distinguish 4
homogeneous areas (delimited
with rectangles) although the last
one (without delimitation) is quite
mixed. Of course, it would be
interesting to do the same
experience with a bigger test set
but the execution time would be
prohibitive. Anyway, we consider
this picture, highlighting a basic
unsupervised clustering of our test
set, as sufficiently indicative to
implement a classification process
using compression distance
technique.

6. OUR IMPLEMENTATION

In order to validate our approach,
we start from a classical k-nearest-
neighbours (k-nn) algorithm where
all neighbours equally contribute to
the determination of the value of
the class variable. Using
[D'Amato2004] extension, we
weight the contribution of each of
the k-nn according to their distance
to the new case, giving greater
weight to closer neighbours. The
witness set S is constituted with
both spam and normal emails. Let 

us describe a little bit more our
definition: given a mail mi in the witness
set, we compute d(m, mi) and if d(m, mi)
? 0, we define w(mi) = 1/ d(m, mi) (this is
the weight of the mail mi ).

Now we have to distinguish between 2
cases:

1. There are some neighbours mi such
that d(m, mi)=0 and then 

P(m is a spam) = (1/k) *  (# { mi | d(m,
mi)=0  and mi  is a spam}

Of course P(m is legitimate) = (1/k) *  (#
{ mi | d(m, mi)=0  and mi  is legitimate} =
1 - P(m is a spam).

2. All the k nearest neighbours mi of m
are such that d(m, mi) ?  0 and then we
compute the probability for m to be a
spam as:

P(m is a spam) = A/B 

where A=(1/k) * (? w(mi) | mi is a spam
)* #{ mi | mi is a spam} and 

B = A + A' where A' = (1/k) * (? w(mi) |
mi is legitimate )* #{ mi | mi is

legitimate}

It is clear that 

P(m is legitimate)=A'/B. 

Normalization by the summation B of all
weighted class probabilities is required
to guarantee that the above measure P
satisfies the properties of a probability
measure. By weighting distances, we
insure that very distant examples will
have little effect on the classification of
the incoming email m. When m has
some null distance neighbours, then we
consider only these neighbours because
they are viewed as the best
representatives of the class of m. As a
complexity estimator, we use LZW
algorithm whose C (go through
http://www.complearn.org for a complete
package). This technique performs
without information loss and is quite
good in term of runtime efficiency.  Our
implementation gives the choice
between the weighted version of k-nn 

and the classical one despite the fact
that the weighted one is generally more
accurate. Basically, starting from an
incoming email, we compute its k-nn
belonging to a set of witness emails,
previously classified as junk/not junk.
Then, we choose the class (according to
the previous weighted formula) as the
class for the incoming email. The
distance we use is just the information
distance estimated through LZW
compression. Our algorithm is
implemented in C and our programs
(source and executable) are freely
available on request.

7. RESULTS AND DISCUSSION

7.1 First experience with the non
normalized distance d 

Using the previous software, our
experimentation has been done with a
set of 150 incoming emails to classify. 

We then performed 4 series of tests
using 4 different witness sets as below:

2 5 j u n k / 2 5 l e g i t i m a t e - - - -
5 0 j u n k / 5 0 l e g i t i m a t e - - - -
7 5 j u n k / 7 5 l e g i t i m a t e - - - -
100junk/100legitimate

The only parameter to be tuned is k and
we choose k as 11, 21, 31, 41, 51, 61,
71, 81 and 91 when we have enough
witness mails. That is why with only 50
witness mails, we go up to 49 only. We
provide only the weighted version results
since the other version of k-nn (without
weight) gives lower accuracy. Below we
provide 4 graphics which summarize our
results (false positive means a legitimate
email classified as spam):

Table 1: 25junk/25legitimate witness
mails
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Table 2: 50junk/50legitimate witness
mails

Table 3: 75junk/75legitimate witness
mails

Table 4: 100junk/100legitimate witness
mails

Visual inspection of our curves provides
clear evidence that information distance
really captures an underlying
"semantics". Since in our samples, we
have mails in diverse languages
(French, English), we can think that
there is a kind of common underlying
information structure for a spam. Except
in one case (k=41 and 200 witness
mails), the accuracy rate remains in the
range of 80%, whatever the number of
witness mails, and the level of false
negative remains low. So your mailbox
remains clean. As usual with anti-
spamming techniques, the level of false
positives means that you have to
examine your junk folder from time to
time. It is interesting to note that we get

roughly the same results with only 100
witnesses: in that case, there is no need
to have too many witnesses in our
database to get better results. Let us
note that the runtime is about 14mn to
classify 150 emails (on a standard PC)
when we have 200 witness mails. Of
course, this kind of algorithm,
considered as plugged into a mail client
(Thunderbird, Outlook, etc…) will have
to classify on-the-fly incoming email and
in that case, this is quite a fast process. 

7.2 Second experience with the
normalized distance dN

Based on our previous batch, we
decided to work on a fixed set of 100
witnesses and 150 incoming emails to
filter. Our sets (both witness and test)
are different from the previous
experience. We have optimized our
process in diverse ways:

i) From a theoretical viewpoint, k can
vary between 1 and the cardinal of the
witness set. An empirical limit is just the
square root of the witness set: in our
case exactly 10. So we decide to
experiment with k = 7, 9, 11, 13 and 15
which are numbers in the range of 10.

ii) We modified the compression
distance to take into account the relative
size of the mails: instead of using the
compression distance d, we use the
normalized compression distance dN.
Below are graphical views of our results
(weighted and non weighted version
provide the same results):

Table 5:  50junk/50legitimate -
normalized distance

It is quite clear that the normalized
distance coupled with a clever choice of

k, performs better than the
standard one. With regard to the
previous experiences, the most
interesting features are:

- The accuracy rate is now around
86% instead of 80% previously.

- The number of false positives is
now below the number of false
negatives which is a sought-after
feature for a spam filtering system.

- The best accuracy rate is
obtained with k=9 and decreases
when k increases: there is no need
to look for more neighbours than
the square root of the witness set.

It is interesting to note that the
weighted version of k-nn does not
perform better than the non
weighted one. At the moment, it is
not clear if this is due to our
particular sample set or if this is a
general property when using the
normalized distance. We have to
investigate in order to find out a
kind of optimal number of witness
mails. There is probably no
universal theoretical value for such
a parameter but, with more
experiments, we should be able to
provide evidence for a realistic
empirical value.

8. CONCLUSION AND FUTURE
WORKS

Despite their relative novelty, the
complexity-based approaches
have been proved quite successful
in numerous fields of IT: data
mining, classification, clustering,
fraud detection, etc. Within the field
of IT security, we can refer to the
works of [Kulkarni2001],
[Bush2002], [Bush2003] and more
recently [Wehner2006]: these
works are mainly devoted to
analyze data flow coming from
network activities and to detect
intrusion or virus.  In this paper, we
investigate the field of anti-
spamming and we consider
Kolmorogov complexity K(m) of an
email m as a tool to classify it as
junk or legitimate. Instead of
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dealing with a sophisticated
clustering algorithm, we have
implemented a weighted version of
k-nearest neighbours, using the
information distance deduced from
K. Despite the fact that our tests
have been limited, the first results
we have obtained clearly show that
the compression distance is
meaningful in that situation. This is
not completely coming as a
surprise: the seminal works of
[Bennett1998] then [Cilibrasi2005]
have showed the way and have
highlighted the real power of
compression methods. In our 
context, one of its main advantages
is that there is no need to deeply
analyze the diverse parts of the
mail (header and body). We can of
course refine our algorithm but
simply having a more powerful
compression technique would
probably bring more accurate
results. We have to notice that
current spam starts to come in gifs
and pdfs (already compressed): in
that case, our method is irrelevant
and has to be adapted. 

Another advantage of this kind of
"blind" techniques is that there is
no need to update a dictionary or a
black list of domain name. The
system automatically updates
when the witness base evolves
over time (i.e. the database of
junk/legitimate mails which is
basically unique to a given user): it
can be trained on a per-user basis,
like Bayesian spam filtering.
Another similarity with Bayesian

filtering is that complexity based
methods do not bring any explanations
about their results. Fortunately, this is
generally not a requirement for a mail
filtering system: in that particular case, it
cannot be considered as a drawback.
This is definitely a point that should be
investigated more deeply in the future.
Finally, in order to quickly validate the
complexity approach for spam filtering,
we have chosen to use a k-nn algorithm
as a classifier. Nevertheless, it is well
known that more sophisticated
approaches could be used, for instance
the support vector machine technique
which is known to be very successful for
classification purpose.  It is quite clear
that these kinds of approach are not the
ultimate Graal but we strongly believed
that, when mixed with other classical
strategies, they will definitely bring a
step further in the field of spam filtering.
For us, it remains to investigate how to
combine the complexity with the other
information (header, domain, etc…) to
provide a more accurate system and to
ultimately tend through a "spam-free"
internet!
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Abstract

This is a review type article for our
students to give them an insight about
the nuclear track technology which is
applied in many fields of research. It
gives the basic ideas about nuclear track
formation in solids and measurement of
track parameters to extract information
on types, energy and origin of nuclear
particle tracks for application in
research.

1. Introduction 

The discipline now called solid state
Nuclear Track Detection (SSNTD) dates
back to        1958 and has its roots in the
United Kingdom. Its strength stems
chiefly from factors such as its simplicity,
the small size allowing them to be used
in remote and difficult-to-reach locations,
simple and amenable geometry,
permanent maintenance of the nuclear
record, insensitivity to light, gamma rays
and x-rays, and diversified applications
make it a novel technique for
experimental research. The important
fields of investigation include geological
studies, environmental studies for radon
and cancer risk, medical and life science
studies, the study of exotic nuclear
phenomena, cold fusion & nuclear
reaction studies, and oil exploration
studies.

Amazing discoveries are currently being
made in nanometer scale science
inspiring scientists. Scientists are
learning how to measure, manipulate
and organise matter on the scale of 1 to
100 billionth of a meter. The extremely
important field of nanotechnology has
applications in biology, chemistry,
industry, medicare & chemical
technologies. Important applications are

in physics which includes electronics &
microelectronics, materials design,
study of the quantum effects and
fabrication of sensors to name a few.
Some exciting applications were
reported recently(1) of the nuclear track
technique in nanotechnology for
development of nanostructure, and
fabrication & applications of nano-filters,
sensors & nanowires. Efforts are
underway at British Institute of
Technology and E-commerce to
introduce the discipline of
nanotechnology with research applying
also the nuclear track technology. It
requires that we should have an insight
about this very important experimental
technique.

In this article we have attempted to
provide the basics of nuclear track
technique for our students and staff in a
bid to use this technique for our future
research activates.

2. The Track Formation Mechanism
Figure 1 : A latent track

The passage of heavily ionizing, nuclear
particles through most insulating
materials create narrow paths of intense
damage on an atomic scale. In plastics
like CR39 (polymer) the particle/ion
produces damage breaking the
molecular bonds (a few tens of nm)
along its trajectory due to the ionization
atoms resulting in the formation of the so
called "latent tracks". In glass and
crystals the latent tracks are formed as a
result of the atomic displacements along
the trajectory following the ionization.

These processes are better
explained in the figures above.
Figure1.  A latent track is formed in
(a) inorganic solids by the
ionization and production of dense
positive ions along the ion path and
(b) the breakage of polymeric
chains by the passage of charged
particles.

These damage tracks may be
revealed and made visible in an
ordinary microscope by treatment
with a properly chosen chemical
reagent that rapidly and
preferentially attacks the damaged
material. It less rapidly removes the
surroundings undamaged matrix in
such a manner as to enlarge the
etched holes that mark and
characterize the sites of the original
individual, damaged region. The
most commonly applied enchant in
case of plastics like CR39 are
NaOH or KOH with concentrations
ranging from 1-12 N at constant
temperature 
preferably between 40-90 C. The

shape of an etched
track in a detector
depends on the
charge, mass and
velocity of the
incident particle/ion
and also on the
etching conditions
applied. The
sensitivity, resolution
and optical properties

of CR39 are the best among the
track recording detectors.

The geometrical modes developed
so far have been useful extracting
most of the important information
people have been looking for. The
information depends on the
charge, mass, velocity of the
particle/ion and the related track
parameters.

NUCLEAR TRACK TECHNOLOGY
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3. The Geometrical model

Many track registration criteria
have been proposed for the
formation of an etchable latent in
the detector material, which mainly
depends on the charge, mass and
velocity of the incoming particle
plus the detector characteristics i.e.
the density and chemical
composition. Here we quote briefly
on three of them.

3.1 Total Energy Loss (dE/dx)

According to this criterion the
formation of an etchable track is
possible if the total energy loss
(dE/dx)>critical exceeds a certain
critical value which depends on the
detector material. Fleischer et al.,
[2], first proposed it; they used
different projectiles having different
Z/B values in mica and
polycarbonate detectors. The
criterion explains the track
formation for low energy ions but at
high energy it seems to fail to
reproduce some experimental
data. The main shortcoming of this
criterion is that it neglects the
primary ionization for the track
formation. The total energy loss is
given by [2]                  

Where
N = Avogadro's number
r = classical electron radius
Z = Target atomic number
A = target mass number
I= mean ionization potential of the
target material
Z = effective charge of the incident
ions; 
Z = Z = correction for the density
effect
L= sum of corrections needed for
precision measurements

3.2 Other Possibilities

3.2.1 Primary Ionization Loss (J)

A new criterion was proposed by
Fleischer et al., [3]: the rays are 

produced directly by the incident ion and
this is based on the ion explosion spike
model. The material can record an
etchable track only if the linear ion
density produced by the primary particle
along its trajectory is greater than a
critical value for that material. 

3.3 Restricted Energy Loss (REL)

Benton et al., [4] proposed in 1955 that
only the  -rays emitted with an energy
less than a value    contribute to the track
formation. An etchable track is formed
only if the REL exceeds a critical value of
the detecting material. 

4. Methodology of Track Detection
and Visualization

4.1 Track Detection

The shape of the track formed by a
charged particle is governed by the
simultaneous actions of the etchant
along the latent track and on the bulk
material. A schematic diagram of
chemical etching of a charged particle in
a NTD is shown in Fig 2. Fresh etchants
and uniform stirring should be used to
avoid deposits of etch products on the
detector surface and in its build up inside
the solution [8-9].

4.2 Bulk Etch Rate (v)

The v  is defined as the rate at which the
undamaged material of the detector is
etched out. Generally, the following
techniques are employed for the
measurement of the bulk etch rate of the
detector:

Fig.2  Sketch of a NTD track and (b)

etched   particle tracks in a CR39
detector.

4.2.1 Thickness Measurement Method

For the determination of  v  the thickness
of the detector is measured in selected
points. The detector is the etched for

fixed intervals of time  t and the
thickness is measured after each
successive etching step. The bulk etch
rate is given by Where  x is the thickness
variation after etching time t. It is
assumed that the bulk etching is the
same on both sides of the detector. 

4.2.2 Track Diameter Measurement
Method

If v /v >>1 as in the case of fission
fragments from a  CF source in CR39,
the track diameter measurement
technique can be applied for the
determination of v  as [10] where  Dff  is
the diameter of fission fragments=vT /
vB,  h is the thickness removed from
both sides of the detector during an
etching time t.

4.2.3 Mass Change Method

The bulk etch rate may be determined
from the change in the mass of the
detector  m and the density of the
detector material, v  can be calculated
as [1] where A is the surface area,  is the
density of the detector and t is the
etching time. Care must be taken in
determining  m of the same relative
humidity.

4.3 Track Etch Rate (v )

The track etch rate v  is defined as the
rate at which the detector material is
chemically etched along the damage
trail of the particle trajectory, i.e. the rate
at which the tip of the etch cone moves
along the latent track during the etching
process. The track etch rate depends on
the energy loss of the incoming particle,
the temperature and concentration of the
etchant.
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4.4 Critical Angle of Etching and
Registration Efficiency

The  charged particles are incident at an
angle  with respect to the detector
surface.  For (VTt)  = VBt one has the
critical angle  measured with respect to
the detector surface. Particles incident
with   <  cannot be detected.   is an
important parameter for NTDs, as it is
connected with the detector efficiency.

The track registration efficiency   of
NTDs is defined as [1]

4.5 Track Geomerty at Normal
Incidence
The relations between D, VT , VB and P
are [12].

Fig .3 shows the track geometry in NTDs
for particles at normal incidence and
constant REL: the basic quantities are
the base cone diameter, major and
minor axes, the cone height of the
etched track,the"bulk" etch rate v  and
the track-etch rate v . The radio of the
track-etch rate to bulk-etch rate is the
"signal" or sensitivity p of the detector
material (p=v /v ).  Since it is difficult to
measure the track etch determined from
the geometry of an etch-pit [11]rate
during etching, its value is L=VTL .

4.6  Track Geometry at Oblique
Incidence

Fig.3 shows the geometry of a particle
incident at an angle   with respect to the
detector surface and constant REL. The
following geometrical relations can be
deduced from Fig.4

The following relations hold in such
cases for D, d and p, [12]

The track length, the track diameter and
the track width are the important
parameters for determination of range,
energy and charge of the nuclear
particle tracks. The angle of inclination
and the critical angle of etching are
responsible for the efficiency
determination.

5. Discussion

Nanotechnology is an emerging field
having a vast potential for fabrication of
sensors and devices. Materials with
nanoscopic dimensions have potential
technological applications in
microelectronics and micro-mechanics. 

Nanophysics is the field of physics that
investigates nanometer-scale
samples. Today, nanophysics
overlaps with other research fields,
such as nanotechnology.  We use

semiconductor nanowires as building
blocks for quantum devices realize
semiconductor materials.

Some fascinating reports were
presented(1) a couple of years ago
regarding: (a) structure and properties of
micro-and nanowires formed on the
base of track membranes,(b)
preparation and characterization of
nanopores based on track etching
technique, (c) development and
characterization of nanostructure using
the heavy ions,(d) controlled etching of
ion track nanopores and its applications
in membrane technology, (e) enhanced
optical transmission through nanoholes
array in polycarbonate track etch

membranes, and (f) preparation of
single cone-like nanopores on
polymers membranes&studies on
its conductivities. There are
different techniques for the
development of nano-and
microstructure but these reported
studies sufficiently establish the
fact that template growth through
etched track pores is very simple
and more useful

This article is aimed at giving
basic knowledge about this
technique to our students as
well as teachers and make them
prepared for research in

nanotechnology.
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According to a World Health
Organisation Fact Sheet (EURO/03/06)
cardiovascular disease (CVD) is the
number one killer in Europe, with heart
disease and stroke being the major
cause of death in all 53 Member States.

Figures show that 34,421 (23% of all
non-communicable diseases) of
Europeans died from CVD in 2005. The
report also highlighted the fact that there
is approximately a 10-fold difference in
premature CVD mortality between
Western Europe and countries in Central
and Eastern Europe (i.e. there is a
higher occurrence of CVD amongst the
poor and vulnerable). The problem for
the European Union is that there is a

direct correlation between the premature
death rate and the viability of countries'
economies. Although improvements in
understanding have helped to reduce
the number of Western Europeans dying
from CVD and related diseases further
advances will require a clearer
understanding of the pathobiological
mechanisms responsible for the
development of stroke, atherosclerosis
and myocardial infarction. Approximately
75% of acute coronary events and 60%
of symptomatic carotid artery disease

are associated with disruption of
atherosclerotic plaques (Kolodgie et al,
2007). As early as 1971, Folkman
introduced the concept of angiogenesis
as a necessity for tumour growth. Its
importance in other major pathological
conditions, including, atherosclerosis,
myocardial infarction and stroke was
later realised (Slevin et al, 2006, 2008). 

Atherosclerosis and neovessel
formation:  Atherosclerosis is
primarily a chronic inflammatory
disorder; however, angiogenesis
plays an important and complex
role in development of unstable
lesions. During plaque
development many pro-angiogenic
pathways are re-actived and this
leads to formation of immature
blood vessels prone to rupture.
Infiltration of microvessels into the
media, intima and plaques,
originates predominantly from
proliferating vasa vasorum. Intima
and media of coronary
atherosclerotic vessels are
infiltrated with a tumor-like mass of
microvessels prone to leak (Barger,
1984). However, chronic minimal
injury also leads to intraluminal
endothelial dysfunction and pro-
inflammatory intracellular signalling
pathways are recruited which lead
to transcriptional up regulation of
expression of cytokines, adhesion
molecules and chemoattractant
proteins. 

There is promotion of wound
healing through enhanced
expression of a variety of growth
factors in the neointima of the
plaque. The sub endothelial world
becomes extremely 
heterogeneous in composition. All
the above support the hypothesis
that angiogenesis plays a major
role in the development of coronary
and carotid artery symptomatic

Role of Nano-Technology in Vascular
Imaging and Treatment of Atherosclerosis

Figure 1: A, high grade unstable carotid plaque removed from a patient following endarterectomy, B, low power microscopic view showing rupture
sites, C and D, CD105 positive neovessels (CD105 is a marker of active endothelial cells) in this grade V plaque. Only selected microvessels are

CD105 positive in these lesions suggesting a dynamic feature of angiogenesis within the plaque architecture.

Dr Mark Slevin
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disease (O´Brien et al 1994;
McCarthy et al 1999). Therefore,
inhibition of angiogenesis might be
an important target for prevention
of development of active, unstable
plaque lesions. Identification of
pathophysiological changes related
to angiogenesis may lead in future
to the design of novel therapeutic
agents. A number of candidate
molecules and targets have
already been identified. In the first
place, important components of the
plaque which are thrombogenic
include fibrinogen, fibrin, FDP, and
thrombin. Beyond the activity of
thrombin in generating a fibrin clot
and activating platelets, thrombin, 
affects endothelial cell migration
and angiogenesis. Other pro-
angiogenic factors are found in
these plaques i.e.: vascular
endothelial cell growth factor
(VEGF), placental growth factor
(PLGF), basic fibroblast growth
factor (FGF-2), transforming
growth factor-beta (TGF- ), matrix
metalloproteinases (MMPs), nitric
oxide (NO), platelet-derived growth
factor (PDGF), interleukin-8 (IL-8),
and platelet activating factor (PAF).
As the thickness of the
intima/media increases, the
diffusion capacity of oxygen and
nutrients from the lumen is
exceeded. An angiogeneic
response is stimulated by hypoxia
and ischemia. Regulation of
angiogenesis by hypoxia and role
of the hypoxia-inducible factor
(HIF) system has been shown to
be a major inducer of VEGF gene
transcription.

Nanomedicine is the medical use of
molecular-sized particles to deliver
drugs, heat, light or other substances to
specific cells in the human body.
Engineering particles to be used in this
way allows detection and/or treatment of
diseases or injuries within the targeted
cells, thereby minimizing the damage to
healthy cells in the body.
Nanotechnology exploits novel
properties of materials when they are
reduced to the size of a few hundred to
thousand atoms.  At this scale (anything
from a few nanometres up to a hundred
nanometres; a nanometre being one
billionth of a metre) materials starts to
exhibit quite different properties than
would normally be expected.  For
example, gold appears red (the Romans
used such nanoparticles of gold to stain
glass); while titanium dioxide and zinc
oxide (both used in sun-blocks) become
transparent instead of white, while
retaining their ability to block UV light.
These are simple examples, however
nanomaterials can have quite different
physical (e.g., strength, flexibility,
thermal), electronic, magnetic, and
optical properties compared with bulk
materials.  Some nanomaterials such as
carbon nanotubes possess several
different properties including strength
(50-100 times stronger than steel),
electronic properties (for example in
displays), and biomedical uses (as drug
delivery systems).  As a result of these
new properties, nanomaterials have the
potential to impact every technology
sector. 

For medicine, nanotechnology promises
new therapies, more rapid and sensitive
diagnostic and investigative tools for

normal and diseased tissues, and new
materials for tissue engineering.

Targeting therapeutic drugs directly at
disease sites would increase
effectiveness and reduce side effects.  A
range of nanoparticles (around 150nm in
diameter) made of the biodegradable
polymer poly(d,l-lactic-co-glycolic acid)
and poly(ethylene glycol) have been
developed which can encapsulate
drugs, specific proteins or antibodies or
which can be attached to artificial RNA
strands known as aptamers. The
nanoparticles can be taken up by
specific cells where the nanoparticles
dissolve to release the protein or drug.
This technology has already been used
to effectively treat and eliminate tumours
in animal models (Kim et al, 2007). The
treatment of disease depends on the
identification of a target and delivery of a
therapeutic agent which either causes
function to be restored, switches off
inappropriate activity, or in the case of
cancer, destroys the cell.  However,
many pharmaceuticals are limited in
their development or application
because of poor solubility, poor stability,
or side-effects in inappropriate tissues.
Manipulating the composition of a drug
formulation at the nanoscale can resolve
some of these issues.  For example, one
company has shown that drugs can be
stabilised at room temperature and
ambient moisture when formulated as
part of a nanostructured lattice with
peptides and sugars.  Another has taken
the anti-cancer drug paclitaxel and
formulated it with the human serum
protein to create a nanostructure that
requires no solvent, shows increased
efficacy and consequently decreased
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side-effects (this is now licensed in the
EU).

Although at an early stage of
development, nanoshells can be used to
encapsulate drugs, protecting them from
the environment and offering targeted
release (essential for toxic anti-cancer
therapies).  Nanoshells can be made
from polymers (which fuse with cell
membranes and release their contents
within the cell) or a mix of polymer and
gold (which can be induced to melt when
irradiated with infrared light thus
releasing their contents).  

Other nanomaterials can be used to
target or directly treat diseased tissues
by physical rather than biochemical
means.  For example, paramagnetic iron
nanoparticles can be made to
accumulate in tumour cells through the

use of magnetic fields (Alexiou et al,
2006) and can be used to destroy
tumour cells by heat through the
application of alternating magnetic fields
(known as magnetic fluid hyperthermia
[MFH]; Morneta et al, 2006; Johannsen
et al, 2007).  In the future functionalising
such nanoparticles with targeting
biomolecules could enable them to be

delivered systemically. 

Types of nanoparticles include:
Cantilever Arrays- microscale levers
which are functionalised at their ends
with reference biomolecules.  These
bind appropriate target molecules in the
sample causing the cantilever to bend
(much like a diving board; Calleja et al,
2005); Carbon nanotubes (CNT) and
fullerenes- essentially tubes and balls of
carbon atoms, these can be used as
porous cages to stabilise proteins.  This
enclosure effectively concentrates the
protein and can also increase its specific
activity, leading to an increased
detection sensitivity of target molecules
(down to pM levels; Sotiropoulou et al,
2003); Quantum dots- nanoscale
semiconductor crystals that emit light of
specific wavelengths dictated by their
physical size: smaller dots fluoresce at

shorter wavelengths, such as blue, while
larger dots emit longer wavelengths, like
red (Figure 3; Rieglar et al, 2004); and
Membrane-based and Thin-film
Sensors- these allow the use of
hydrophobic detector molecules (e.g.
cell membrane proteins) or the
compartmentalisation of detector
molecules in a defined electrolytic

environment (different from that of
the sample; Yakimova et al, 2007).  

Nanotechnology applied to
visualisation of unstable plaques
and angiogenesis in cardiovascular
disease: The majority of potential
therapeutic agents have been
unsuccessful because of their
limited capacity to reach and
remain stably within the target
tissue or cell in vivo. Infusion of
nanoparticle suspensions using
infusion catheters or implant based
drug delivery represents a novel
and potentially much more efficient
option for treatment (Patel et al,
2007). Weak neovascular beds in
plaque intima as well as activated
adventitial blood vessels are
potential targets for molecular
imaging and targeted drug therapy.
To achieve effective molecular
targeting and imaging, the particles
must be designed to have a long
circulating half-life, to be sensitive
and selective to the epitope of
interest and produce a prominent
contrast to noise ratio
enhancement. Obviously they
should also be non-toxic. Fibrin-
targeted nanoparticles can
enhance the contrast in thrombi as
demonstrated in the carotid
arteries of a porcine model of
atherosclerosis (Morawski et al,
2005). Perfluorocarbon emulsions
of 200-300nm have been used in
conjunction with positron emission
tomography (PET) and radio-
labelled antibodies for imaging of
atherosclerotic plaque 

Figure 3 above shows quantum dots (blue) emitting red fluorescence (left image) and middle, injection and localization of different sized particles in a
mouse. Right, 3-D isotopic datasets of mouse flank tumour, voxel size 100 100 100um. Cross-section through 3-D dataset pre- and 10, 20, 40, 60
minutes post-injection. This shows a demonstration of the use of this technology with radial diffusion of contrast agent into tumour being apparent

(arrows; Holmes et al, 2008).

Figure 5: arrows show specifically labeled proteins. A, CD105, B, modified C-reactive protein and C,
vascular endothelial cell growth factor-receptor-2
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angiogenesis (Warburton and
Gillard, 2006). When large
numbers of paramagnetic
gadolinium complexes (>50,000)
are incorporated onto emulsion
particles, the signal enhancement
for each binding site is magnified
dramatically compared with
conventional contrast reagents
(Wickline et al, 2007 and
references therein). Similarly,
neovessels in coronary plaques of
cholesterol-fed apoE mice have
been imaged using vascular cell
adhesion molecule-1 bound to
cross-linked super-paramagnetic
iron oxide (CLIO) particles. The
particles were shown to selectively
bind to aortic plaque vasculature
24h after injection using MRI and
ex-vivo MR (Kelly et al, 2005).
Ultra-small iron oxide particles
have been conjugated to anti-
tissue factor antibodies and
following injection, MRI was able to
visualise the time course of
expression and localization of this
prothrombotic molecule which
becomes exposed during plaque
rupture and represents a key
molecule associated with plaque
destabilization (Morawski et al,
2004).

Summary 

These contrast reagents are an
exciting development in imaging of
atherosclerosis and represent a
potential technology in association
with MRI capable of visualising
plaque features associated with
instability as well as identifying total
plaque burden. As mentioned
earlier, a number of markers of
angiogenesis have been identified
which might lend themselves to this
new technology and help in
identifying unstable haemorrhagic
regions of plaques. The  5 3
integrin is a membrane-bound
adhesion molecule widely
expressed, particularly by active
endothelial cells (not quiescent
ones) and smooth muscle cells
associated with new blood vessel
formation. Winter et al, (2003)
demonstrated that these integrin-

targeted nanoparticles could detect and
characterise angiogenesis patterns
associated with atherosclerosis in the
vasa vasorum of coronary arteries from
cholesterol-fed rabbits. 

Nanoparticles could also be used for
effective delivery of drugs to target sites
with a preferential aim to prevent initial
development of neointimal vascular sites
by blocking adventitial blood vessel
activation in patients with low grade
plaques. With this in mind, novel specific
markers of plaque angiogenesis such as
CD105 (Li et al, 2006), modified C-
reactive protein (Krupinski et al, 2006)
and VEGF-R2 (Hauer et al, 2007) (see
Figure 4 A, B and C above, respectively)
might represent 1) future imaging targets
able to identify patients developing
unstable plaque regions susceptible to
rupture, and 2) prevent or slow down
development of atheroma thereby
therefore improving treatment and
survival rates of patients with a history of
development of myocardial infarction or
ischaemic stroke.
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